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1.0 INTRODUCTION

Risk in a company, expresses itself in financiainte in the potential

variability of its assets, earnings, cash flow mrthe services it has to

supply. The following are some of the wide rangésuocertainties,

which

of the

threaten a business. As will be seen in ¢bigrse,the possibility
of loss is not limited to the obvious direct consexces,and the results

risks taken may not necessarily be adverse.
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2.0 OBJECTIVES

By the end of this unit,you should be able to:

. describe various types of losses being experiended
organisations

. examine severity of risks

. analyse the frequency of risks.

3.0 MAIN CONTENT

3.1 Types of Risks in Organisation

According to Harper (1954), risk expresses itselfai company in
financial terms: in the potential variability itsiassets, earnings, cash
flow or in the services it exists to supply. Théddaing are some of the
wide range of uncertainties which threaten a bussinéAs will be seen,
the possibility of loss is not limited to the obugdirect consequences,
nor should the results of these risks necessagilylolly adverse.

3.1.1 Natural Perils

Damages by fire, windstorm, flood or other naturatastrophes are
probably the most apparent threats to a compaagsets. The
interruptions that result are the chief threatggaearnings, to increased
prices for surviving stocks and for the productodouced when
operations resume.

3.1.2 Loss of Personnel

Death or injury to employees may involve the obsiairect costs of

compensation for the injury, or insurance premidmsover cost, time

loss at the time an accident occurs, and possibiyahd fines for

breaches of legislation. There will, however, béinect costs as well —
for the time spent in investigating that accidentd an compiling the

necessary reports and attending any subsequentpgegzeedings, the
losses of production which stems from any propdegnage associated
with the accident, the time spent by staff who nmt have been
directly involved in the accident, and any indwstrielations problems
that the apparent lack of safety may causes. Therthe cost of

recruiting or training someone else to carry ot itjured employee’s
task. This could be considerable where specialsséil knowledge are
involved. Loss of a key employee, for example inmegearch-based
company, could have a disastrous effect on thenbasi
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3.1.3 Labour Risk/Loss

Even in the absence of accidents, employment imgollisks for a
company. The availability of suitable labour mayfbedamental to its
success. Vulnerability due to staff dissatisfactioay also be crucial
and measures should be introduced to prevent dssilplity of a
lengthy withdrawal of labour or lack of co-operatio

3.1.4 Liability Risk/Loss

Every business faces the possibility that a siegient could involve it
in crippling liabilities to third parties. For margpmpanies these days,
particularly those supplying products to the US#s s one of the chief
threats to be faced. The risk of liability is, inyaevent, worse for being
capricious. It bears no relation to the size of ¢benpany, or the value
of what it owns, and once the chain of events kbads to be liability
begins, it is largely fortuitous whether the lossuits will be trivial or
serious.

The time span of liability risks is increasing #lle time. Limitation

periods have become much less rigidly enforcedliafdity may now

be incurred as a result of circumstances which &g many years
ago, and even where the possibility of injury ormdge was
unsuspected or discounted at that time. The efbéciong-standing
liabilities on asbestos firm in recent years hasvigled a dramatic
example.

3.1.5 Technical Risk/Loss

The industrial scene is rapidly being transformedmf one where
change happened at a pace which gave time fortaggus to it, time to
adapt methods of action and thought to it and tismbandle it, to one
where change occurs at a pace which makes orderédadequate
preparation for it much more difficult. The timeaspbetween a research
discovery being made and its incorporation intodéad technology is
shortening all the time, and there is an increasiigl that the
performance targets set for a new plant may nogwan cannot, be
attained. The introduction of a new process camigss, which could
have either positive or negative results. It cquidduce all the benefits
expected from it. On the other hand, if it were labming on stream, or
if full-scale production threw up unexpected prohde the result might
be a serious loss.
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3.1.6 Marketing Risk/Loss

The launch of any new product involves the risk,thawever well the
market has been researched, customer may rejéldiatproportion of
new products, which survive to gain a significararket share, is very
small. Even if it becomes established, there isagérthe possibility that
a change in needs, attitudes, taste or fashion nmager it obsolete.
Equally, fashion may revive an apparently supedqga®duct, as the
vogue for blue jeans did for non-fast indigo dyes.

3.1.7 Political and Social Risk/Loss

Until recent years, political risk could be definesd the risk of
nationalisation, sequestration or other governnm@etvention, but it is
now used to include acts of terrorism and politicaitivated hi-jacking
and kidnapping. Political action need not, howeberas extreme as that
to introduced variability into a company’s fortund@$e introduction or
abolition of grants or local incentives industry ynhave either a
favorable or an adverse effect on its businessmayg change in
legislation affecting its production method, it®gucts or its customers.
Such changes may reflect a development in genalaicpopinion or be
the result of a campaign by a sectional pressusepgwhich may be
able to influence the way a company’s businessaisied on, even in
advance of legislation. Such non-governmental @erftes constitute
social risk, which often resemble and are interaalinvith, political risk
proper.

3.1.8 Environment Risk/Loss

The risk of harming the world and those who liverth has been a
steadily increasing one for industry over the pasntury. The

constraints upon permissible contamination of wiater and land are
becoming more severe all the time, and it is aiqd&ar form of social

risk which is arousing special public concern, fas arguments of the
already strong environmental lobby find popularmup in the wake of

disasters.

3.2 The Severity and Frequency of Risk

According to Flixborough (1975), it is possibledwide losses into four
types, with differing characteristics of frequencgeverity and
predictability, as shown in Fig. 3.2
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Type of loss | Frequency Severity Predictability

Trivial Very high Very low | Very high

Small High Low Reasonable within |1
year

Medium Low Medium Reasonable within 10
year

Large Very low High Minimal

Fig 3.2 Loss characteristics

Trivial losses are to be expected in any orgameaéind can be met
from normal operating budgets without inconvenien&®me loss
prevention may be possible, but it may be unecoa@xcept for those
type of risk which are normally acceptable, butethmight have much
more serious effects if circumstances were to caahghtly.

Small losses, too, present little problem, unléss tfrequency becomes
so high that their aggregate effect approachesahat single medium
loss. Fortunately, small losses can often be ratlbgdairly simple loss
control measures. Distribution of these losses tweryear may vary in
response to external factors; a bad spell of winesther will increase
accidental damage to motor vehicles, for exampid, this may occur
before Christmas in one year and after in anothieile it may be absent
altogether in some years. There will thus be sdowtuation, but it will
usually be possible to make a reasonable accryaeldiction of the
probable overall cost.

The medium losses would not cause the businessusezoncern if they
happened at regular intervals, for then their cosild be expressed as
an annual amount and provision made for it. Blg thinot the case and
predictability is the variable, which causes congdyecause one can
never tell whether this is the year in which sudbss will happen and if
so how many medium losses there will be. In thegéonterm
predictability is responsible good but becausehef period that must
elapse before this is achieved; a business isyliteelneed short-term
help in dealing with this type of loss.

The large loss presents the most serious probléntgss of this kind

happens very rarely, but if it did occur, it coddd catastrophic for the
business. The difficulty arises from the fact timat one can foretell
when such a loss will occur, or even if it will acat all. It is in solving

the problem of the large loss that insurance lsagigtification for large

organisation today.

The relative frequency of losses in these foursdasan be shown as a
pyramid (Fig. 3.2). The distribution this illustestcould be:
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a. Geographically, for losses occurring at one location or in one
company or industry over a relatively short period;
b. Chronologically, for all losses over an extended period.

AR
/ \ Trivial

Fig. 3.2 Relating frequency of losses

Applying the characteristic set out in Fig.3.1 hastdistribution, it can
be seen that frequency and severity of loss arersely proportional, so
that, as the one rises, the other falls (Fig. 3.3).

3.2.1 Insurance Rating

Although an individual may need insurance protecagainst all but the
very smallest losses, companies have higher thictsiioetainable loss.

SEVErity frequency

" 3

And one might expect insurers to concentrate oerioffj them cover
against more severe risks only. Insurers wideragpi& loss statistics
should enable them to forecast the occurrence oh dasses more
accurately than a company relying on the limitedistic at its disposal



HCM435 SECURITY AND LOSS PREVENTION MANAGEMENT

could do, and they would be spared the adminisgaxpense of setting
the many small claims. This, after all, is how iresg themselves buy
insurance. They retain the small losses which ptese threat to their
finance statistics and but reinsurance for the nsamous risks. They
have historically, however, been reluctant to selrance in this way,
preferring to issue politics, which includes cowgainst, small, and
sometimes even trivial risks as well as againstidnge ones for which
protection is really needed. “Excesses” or “dedile”, by which the

insured bears the cost of smaller risks, have disn rewarded with
smaller premium reductions than they deserve.

The essence of insurance from the buyer’'s poinviedvs is that it

substitutes a small certain loss (the Premium) doruncertain and
possibly much large loss. It thus provides at legsartial solution to the
problem of uncertainty. It does this, however, weay crude way and if
the buyer is to be sure that the insurance solusidine best in economic
terms, he must be certain that the insurance istlgxtilored to his

needs, in terms of both insured values and ofyphes of loss covered.
He must also set up a monitoring system to make that he is kept
informed of new and changing values at risk, arsb & see that the
operating activities of his company are such that police conditions
are complied with. It need hardly be that thisesywdifficult task.

The rating mechanisms used by insurers are veryesspd, and are of
only limited help in assessing the true possibitifyoss. There are two
basic methods — class rating and experience ratwbich are used for
most types of insurance. Class rating appliesdtad loss experience to
the total sums exposed in a group of similar riskrtoduce an average
loss ratio, which, after addition of the insureg¥genses, profit element
and other corrections, becomes the class rate.riexge rating departs
from the original concept of insurance as a defacgpaying the losses
of the few from the contributions of the many, lonsidering the record
of the individual insured only future premiums aadculated from the
past actual losses with the addition of expensesfitpand other
corrections. This form of rating is applied to sucburances as those of
large motor vehicle fleets, and most reinsuraneatigs are, at least in
part, experience — rate.

Neither of these methods of rating is wholly objezt because there
must always be an element of individual judgmerdeciding the extent
to which the past is to be taken as a guide toréuaxperience. The
optimism or pessimism of the underwrite, or anyshia his judgment,
may lead to rates which are higher or lower thaa tisk in fact
warrants. The fluctuation in market capacity fordustrial and
commercial insurance also has a cyclical effechuaing. When there
are many insurers interested in covering a pasdiccliass of risk, over-
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supply may drive rates to shoot up until they aretdéo high in objective
terms.

Recent years have shown such a cycle in operdiiigh interest rates
encouraged new entries into the reinsurance mdrkeause of the
availability of premiums for investment. The supplyreinsurance was
further increased by the trend for large industia@d commercial
companies to form ‘captive’ insurance subsidiariefich often
transaction reinsurance. Increasing supply drovesueance rates down,
thus reducing the need for direct insurers to uinalele so selectively,
since it was easy for them to pass the undesigadnigon of the risks
they accepted on to the reinsurance market.

Direct insures themselves were inclined to put #rmaphasis on
obtaining premium income to invest. Premium ratamiled and
restrictive conditions on policies were eased aargrs fought to retain
their market shares. This had its consequencessiomanagement, as
risk managers found insurance being offered asrat@ch could only
lead to an underwriting loss for the insurer. Thereise of purchasing
skills in the insurance market thus became ecoraiyimore effective
in the short term than the application of all thkills of risk
management.

Inevitably, there came a change. Interest ratésthe claims, although

slower to arrive than the premiums, at last begareach the reinsures
and many of the new entrants to the market fouridobthe business.

Reduced reinsurance capacity and the realisatamniriiestment profits

would no longer cancel out underwriting losses ddrdirect insurers

back to prudent underwriting and to charging prensuwhich reflected

the risk. Rates thus began to rise sharply, maknmoger Security and
Loss Prevention Management once again a priorityte insured, to

counter the tendency by insurers to apply an owerection and to set
rates which were, objective, too high.

4.0 CONCLUSION

Conclusively, we can see that there exist diffetgpes of loss/risk in
organisation among which are technical loss, marggetioss, liability

loss, labour loss and so on. Also, there are frecuend severity at
which this form of risk can operate. Thus this usiiccessfully

discussed trivial, small, medium, and large fornfs l@ss in an

organisation. It is therefore important for any m@ger in any

organisation to watch out for the various type$oss/risks and evaluate
the likely frequency and severity of such losses.
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5.0 SUMMARY

In the course of this discussion we were able totroe various types of
losses/risks namely natural perils, personnel/lgb@bility , marketing
,technical, and political losses /risks as welfraguency and severity of
the foregoing mentioned losses/risk which couldl fainong the
following forms viz: trivial, small, medium, andrize.

6.0 TUTOR-MARKED ASSIGNMENT

1. Briefly discuss the following types of loss/risk
a. Technical loss/risk

b. Liability loss/risk

C. Marketing loss/ risk

d. Labour loss/risk

. What do you understand by insurance ratingpssimanagement?

7.0 REFERENCES/FURTHER READING

Flixborough, F. O.(1975). University of Bradford daster Research
Unit Occasional Paper No. 7, 1995.

Harper, G. A. (1994)Moativation and Personality. New York: Prentice
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1.0 INTRODUCTION

It is self—evident that no orderly plan for theatimaent of risks can be
put into effect until you known exactly what theks is.The need for
identification will, however, vary according to tiparticular part of the
Security and Loss Prevention Management procedsighthe main

concern of the person doing the identification.

Those concerned with the practical aspects of tws#rol will, for
example, need to identify detail and the risks g@nésd by particular
locations, processes or machines if they are tmdes install suitable
preventive devices. Those whose concern is thending of risk,
particularly by insurance, will however, tend temtify risks in much
broader categories, because their concern is &bledt boundaries of
cover for classes of risk, whether they have béentified in detail or
not. Both sides have developed a wide range o$ t@aodl methods to suit
their own purposes, but in each case the approadboi limited for
adaptation to the needs of an overall Security bBosgs Prevention
Management investigation.

10
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2.0 OBJECTIVES

By the end of this unit, you should be able to:

. list component of risks

. evaluate risk and everyday experience
. plan charting risk

. use check list.

3.0 MAIN CONTENT

3.1 Components of Risk

Any risk is made up of four components, which weynetassify as
listed below.

1. Threats: the broad range of forces which could produce an
adverse result;

2. Resources: the assets, people or earnings which could be
affected by the threats i.e. the things on whicé dperation
depends for continuity.

3. Modifying Factors: Those particular features, internal or
external to the resources, which tend to increaseeduce the
probability of the threat becoming a reality, oe teverity of the
consequences if it does;

4, Consequencesthe manner in which or the extent to which, the
threat manifests its effects upon the resources.

In their consideration of risk, insurance peoplenaamtrate on
consequences. They tend to think of risks in tesmsh as material
damage risks, personal accident risks, liabilisksi interruption risks
etc classifying them according to the effect pralucClassification of
this kind is, however, is of limited use in seekigidentify threats if
the aim is to prevent them from producing the cqoseaces.

Because of their much-detailed approach, thoseetaoed with loss

control tend to limit their enquiry to specific gp of threat. Their
specialisation may effectively narrow their peroapiof risk, so that the
only threat that are considered are those to wthely already have an
answer. Threats which are more remote may eadllyithin the gaps

between specialisations, and thus not be identé#teal|, if this approach
is from loss control. Where, however, there is gbadon between the
areas of specialisation, loss control can be trseshbaf a very efficient
system of risk management. The example of the W8esprogramme
comes immediately to mind.

11
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Commercial enterprises, however, can neither affesgpenditure

comparable with that of a space programme, norttze operations
generally surrounded by the dramatic dangers ofutllahown. What

they need is an overall approach which will provgigdelines to the
sequence in which the identification programme &hde carried out
and also prompt enquiry about risk which might othse be

overlooked. It must ensure that the search ranges all the

possibilities, or at least that all the possil@btiare acknowledged.
Essentially it must focus the mind on what it iallelooking for — risk

in all its guises. The jargon of specialists angl pkethora of definitions
of risk can lead to confusion, because one mardstedefinition of risk,

for his particular purposes, may well exclude whaleas of what
another man calls risk. The definition of risk usgda mathematician in
calculating probabilities is different from that wh is appropriate for a
person concerned with the need to reduce damage.

3.2 Risk and Everyday Experience

Most people would find the accepted definitiongisk and uncertainty
incomprehensible, but everyone has the capacitideatify risk. A
mother seeing her child about to step off the parégnof a busy road
doesn’t think to herself: “Here is a situation ihkng the chance of
variability from the expected outcome.” She simpplinks: “He may be
run over.”

This same example, however, shows the Ilimitatiorsinuitive
identification of risk. The obvious risk has bedentified immediately
but there are countless other threats to the chddfety which it is most
unlikely the mother would ever consider. The walbngside the
pavement might collapse on him, some toxic or @vematerial might
suddenly escape from that tanker which appear® tpassing at a safe
distance, there might be an earthquake, or thel chight be struck by
something falling from an aircraft high overheatieTist of possibilities
can be extended as long as you like.

In practice, as far as personal risks are concermexs$t people take
some steps to manage the obvious risks, but terassame that the
more remote have a zero probability. This contragts the common

attitude to chances of gain. Most people filling anfootball pools

coupon do so because they feel they have an ouwtkalge of winning

a fortune, yet most of them at the same time wijard their chances of
being the victim of a statistically much more prbleaaccident as too
remote to be contemplated.

12
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3.3 Charting Risk

Clearly this concentration on the obvious risk ag@ction of the more
remote is not good enough for an ordered progranoherisk
management, but even the fullest programme musinbegh the
obvious risks and work outwards from them. To begith, the search
for risk must be reduced to its simplest terms #red single question
that must be asked is: “What can go wrong?” Thédfigf enquiry
implied by that question is a wide one, and if frimat field we take a
simple, but broad concept, that of threats to dmers, we can begin to
analyse the risk in a logical way in terms of tbharfcomponents of risk
listed above.

Under each of the headings, “Threats”, “Resource#odifying
factors”, and “Consequences”, one can set down |a r&nge of
possibilities as one requires. Under “Threatst,dwample, such things
as fire, pollution, breakage, etc., may be listedler “Resources”, all
the men, materials, plants, etc., that the operatiepends on; under

“Modifying factors”, “Consequences”, the way in whithe resources
will be affected, in terms of damage, injury, liidlgi interruption, etc.

Once the columns have been completed it is possiblarrange the
various items in the different columns alongsidee camother and
consider how they interrelate. One can considerdbeurces in turn and
relate each threat to them, or one can start vaith ¢hreat and consider
which of the resources come within its range andclwhof the
modifying factors increase or decrease the riskerAhtively, one can
start from the other end and look at each of thesequences in turn,
considering which of the resources are subjecthteats would be
necessary to produce those particular consequéameash case.

This method is capable of producing either veryadror very detailed
pictures or risk, according to what is needed,iblias to be based upon
an on — the — spot examination of operations. [idssible to sit at a
desk and draw up a theoretical risk picture basedupposition and
generalisation about an industry, but this willabeery inaccurate guide
to the risks which threaten a particular businésgisk identification,
there is no substitute for going out to see whatase, how it is done,
where it is done, by whom it is done and what iedu do it, or for
asking questions of the people involved in the d&y — day operations,
who are often the only people who know what goesdact, as distinct
from what is presumed to go on.

They may, however, have no incentive or channepdss on their

awareness of risk to someone with the authorityaee something done
about it. Only by going to see for himself can tis& manager gauge the

13
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extent to which departures from standard procedaresauthorised or
condoned, or how temporary arrangements (and teamnpor
arrangements can easily become permanent) cant affemmal

operations.

Using this first — hand knowledge of the operatjaihe listing of the
different components of risk provides a very usefdl adaptable tool.
Under “resources”, for example, one might considebuilding as a
whole, or break it down into its component floosections, or process
areas. A project might be considered as a whola fifee initial idea to
machine might be thought of as forming part of thé plant and
machinery in a factory or as a single item, or ags a combination of
many different components and the threats to eantponent analysed.

This technique is therefore useful both to the nasoe man, thinking in
terms of consequences and broad categories, ahe foss prevention
engineer, thinking of particular threats in extredwtail. Through it,
each can obtain a fuller risk picture and one whdoles not have the
limitations of his speciality built into it. It caansure that all the risk
factors are identified, although the degree ofitlaetaut each factor will
vary for each person in the Security and Loss Rrawe
Managementprocess and will depend upon how mudil det needs to
carry out this particular risk treatment function.

In practical risk management, it will not be foumecessary to set down
all the listings under the various headings on papaless this method
of charting risks is adopted as a formal recorcvieled the various
factors are borne in mind as the location is wikiter the project is
discussed in detail, the key risks can be idewtifigthout difficulty. In
order to go through the possible range of thregstematically some
form of check list will probably be found useful.

3.4 Checklists

Many forms of classification have been suggestethadasis of useful
check lists, so there is no lack of choice. Thengest plan is to adopt
those lists which appear to be most relevant to hbsiness under
consideration to use them and to modify them frapeeence until they
become second nature. Above all, one should neleinfo the trap of
thinking that one has finally arrived at the defire checklist. However
neatly it has been adapted, it will always be cépatd further
adaptation. The following are some of the approsalieich might be
used.

14
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3.4.1 Categorise of “Resources”

This would list the various types of buildings, mlamaterials, products
and other property owned, or the property of othiers which the
business is responsible, or with which it may beoived. People, both
employees and non — employees, involved in or edteby the business
would also be included. Using this check list itlwe possible to spot
the threats which exist to each of these categanesthe consequences
which would follow from the operation of each pauar threat.

3.4.2 Categories of “Consequences”

Here one would list the various situations of disadage in which a
business might find itself: loss of or damage tee#s loss of income,
liabilities incurred, interruption of operationsice Using these as a
starting point, one can look to see whether eadhefresources one is
considering could be affected by such a consequandewhich threat
would be necessary to produce it.

3.4.3 Categories of “Threat”

This would begin with the broad classifications tgpes of threat:
natural forces, human error, deliberate damage, grpssive

deterioration. The inclusion of the last categ@aymportant, as it is all
too easy to think only of external or suddenly apieg threats and to
overlook the fact that operations can be intermigtest as severely
because a piece of equipment is worn out or becatiser an

organisational process, has ceased to operatdiasrdly as it should.
These broad categories of threat can be broken downclude the
specific threats which might endanger the resourttest one is
considering and from this the likely consequen@shze projected.

Other possible check lists follow a chain of evemisorder to identify
the risks associated with each stage. Among thestna following.

3.4.4 Flow Charts

Constructing diagrams to show the flow of materiadsrvices and
information within a company, a department, a baddor a process and
be very helpful in identifying potential vulnerab#gs. Significant
concentrations of resources and possible produdboitienecks are
often made more apparent by schematic represemtdtiee dependence
of different parts of the operation on one anottear also be revealed.

The diagrams should preferably be annotated withvidues at risk at
each stage of the operation, since the point ofimax concentration
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of materials may not necessarily represent thenissgion’s maximum
potential exposure to loss.

3.4.5 Energy Chain

The chain of events followed may be expressed imenfiondamental
terms than would usually be found in a flow ch&wr example, any
operation can be thought of as involving a redstion of energy, and
it would be possible to construct a check list viheonsidered the build
up and release of energy in the operation, how eacid go wrong,
what might be affected in consequence, and whatethdt would be for
the company.

Other check lists can be compiled from existingoinfation sources
within the organisation and outside.

3.4.6 Written Sources

The emphasis here is on identifying potential “@ngences”, which
can then be related back to the resources whichdwmei involved and
the threats which would produce the consequenagsh & check list
would include the various types of record availablthin a company,
such as:

(@) financial and accounting records;

(b) fixed assets registers;

(c) maps, plan, photographs and descriptions of preqngants and
processes, etc;

(d) loss records — statistical and financial and dpsornis of
particular incidents;

(e) procedural manuals;

() contracts and leases;

(g) conditions of sale and purchase;

(h)  promotional material describing the organisation;

0] insurance policies — for example, a study of thewesions from a
liability policy may suggest threats which mighthetwise be
overlooked;

()] competitors literature;

(k)  trade journals and other published information &l industry;

0] the wide variety of other records available.

3.4.7 Responsibilities within the Organisation
This form of check list follows the organisationachof the company
and by listing the responsibilities of each officiaelps to identify the

threats to the smooth running of his particulart pérthe organisation,
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the resources under his control and the conseqgsenbe&h it is his
responsibility to avoid or to put right.

Check lists can play a useful part in promptinggb# of questions that
must be asked in identifying risk, but they musterebe looked upon as
giving all the possible variations on the questiwhat happens if ...?”,

which can usefully be asked. Above all, it is infpot not to use a
single check list on its own. The possibility ofrejor omission will be

greatly reduced if it is cross checked by use a@itlaer check list which

uses a different starting point. It must be emmskiagain, however,
that check lists and other desk research must fy@esmented, wherever
possible, by site visits.

3.4.8 Using the Risk Chart

The formal statement of “Threats”, “Resources”, ‘difging factors”
and “Consequences” can perform two useful functiomse a Security
and Loss Prevention Managementprogramme has bstnited.

First, it provides a convenient means of recordirigrmation on which
that plan has been based, so that it may be ug fdfat@ time to time by
local management. If they are required to studyctieet and set out, in
the same form, any changes in circumstances whaste taken place
since the chart was drawn up, the information isamikely to be
accurate and complete, because a logical framewarkt will have
been provided in a form which will be readily urstend.

Secondly, the chart can be used as an effectivairiga aid for
management, since it can quickly demonstrate theyrsaled nature of
risk, the multiplicity of risks which can surrourdsingle operation and
the variety of ways in which those risks can beauced or controlled. In
using it for this purpose, however, care shouldagkvbe taken to avoid
giving the impression that it is the job of line mgement to identify
risk only, and for the risk manager, or any othegle person, to do
something about it. Identification is only a prelmary to risk control,
which management, if it is to be effective, mustdaen to be part of
management and not as a form of magic practise@fpte control by
one particular official.

4.0 CONCLUSION
In conclusion, it is expedient for every risk/logganager to show
understanding of the various component of riskdtarunderstand how

to formulate plan towards charting risks/loss anakimg use of the
checklist effectively and efficiently to reduce $as the organisation.
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5.0 SUMMARY
In the course of our discussion we were able te starious components

of risk, evaluate risk and everyday experiencerat@y plan charting of
risk, show how to make use of a check list.

6.0 TUTOR-MARKED ASSIGNMENT

1. Discuss various components of risk/loss.
2. State and explain various categories of chdcklis

7.0 REFERENCES/FURTHER READING
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1.0 INTRODUCTION

Identification process goes hand in hand with ms&asurement. One
cannot pose the question, “What happens if...?, withpvompting a
further questions: “How serious would it be?” aridioWw likely is it to
happen?” Risk can be measured in two dimensiof®setof potential
severity and those of probability. Severity is #esier of the two to
estimate, but neither can ever be more than edsndiecause both
involve looking into the future. The only guidettee future is what has
happened in the past, as modified by factors obbévin the present or
in the future. The information on which measuremsnbased will
therefore also be incomplete, but this should reoubed as an excuse
for not making the best possible estimate.

Fortunately, some help can be derived from thetioglahip between
severity and frequency Once an approximate valgel®een obtained
for the potential severity of a risk, it is possilitb make an assumption
about its probability. As we have seen, the greéter severity, the
smaller the probability is likely to be. This istnof course an absolute
rule, for there may well be risks where loss préeenis so bad that a
major loss is most likely to happen, but througbk ridentification
anomalies of this kind can easily be revealed.
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2.0 OBJECTIVES
By the end of this unit, you should be able to:

. explain how to measure severity
. examine measurement of each type risk.

3.0 MAIN CONTENT

3.1 Measuring Severity

So far, risk has only been classified as “largehetium”, “small” or
“trivial”, but these terms are not exact enoughb#&useful in practical
risk management. First, it must be recognised daah of these will
represent a different level of risk for organisafiocof different sizes.
What is a trivial risk to a multinational concerrmynbe a major one to a
corner shop.

Secondly, the aim of risk measurement is to lodate risk on the
pyramid of severity, so that it is possible to malkecisions about
whether the risk is an acceptable one and, if wbiat action can be
taken to avoid, transfer or reduce it. For eachpmamy, the boundaries
between each category of risk will be set at speéihancial levels, in
order that the more accurately its severity camnmeasured, the more
certain one can be about the category into whielrigk falls. Similarly,
accurate measurement of the severity after riskatesh measures have
been applied will reveal whether or not the objecpushing the risk
down into a lower category has been achieved.

Thirdly, the case for Security and Loss Preventiglanagement
expenditure, as for any other in business, musarigeed in financial
terms. To talk of a “large” risk is insufficientebause the term is vague
and subjective, and to do so deserves to be mettiagt question: “How
large, exactly?”

The measurement of severity for Security and Logsvdhtion

Management purposes should not be confused withekegcise of
fixing values for insurance purposes. That is derthin the context of
the cover provided by the policy, and what is uarable must be
omitted. Many indirect costs will not therefore becluded in the

insurance calculation, but they form part of thesslowhich the
organisation would have to face if the risk prodiis effects, and thus
cannot be omitted from the risk measurement caionla

Sums insured in property insurance are based ornefflacement cost.
For Security and Loss Prevention Management pugydbe cost that

20



HCM435 SECURITY AND LOSS PREVENTION MANAGEMENT

has to be assessed is not only that of replaciagdémaged property,
but also that of all the time and materials whick bbst and all the
expenses which will be incurred in overcoming th&iiruption to the
flow of earnings caused by the loss. For insurgnogoses, one can
think separately of material damage and consecleluss. For risk
measurement purposes, one must combine these @uadarcosts which
neither policy would cover.

3.2 Measuring Risk Types

3.2.1 Risks to Property

For property such as raw materials, work in progréasished stock and
cash, measuring the probable cost of loss will pettoo difficult,

because replacement, which involves a readily tesoable cost, will
usually be the most efficient posy — loss stratddne total cost will then
be the cost of replacement plus the cost of angpydél obtaining
replacements.

With capital assets, the problem is more diffidodticause, in order to
know what the loss would be, one needs to know wiatcompany
would do if it were suddenly deprived of their uskless this has been
considered in advance, one has to assume thatstet aould be
replaced, but this might not be the quickest orrttust effective way of
getting back to full profitability. The opportunitgnight be taken to
make some operational changes which would imprévaency.

If, for example, a soft drink firm lost its bottgnplant for a popular
drink, which sold in large quantities, but with @M profit margin, it

might have a number of options. It could simplylaep the line, it could
have the bottling done by another firm on contraatpuld cease to do
the bottling itself, but set up a franchise arranget with a number of
local bottlers around the country, or it could gh#se product out and
replace it with, say, a vitamin-rich drink with adithy image which
offered a much higher rate of return.

From the Security and Loss Prevention Managemeint pb view, the

cost of the risk of losing the bottling plant wouliiffer according to
which of these options were chosen. Although tiss lim replacement
terms might be a major risk for the company, thpasfunities it would

give might be such that a true Security and Losgvértion

Management assessment would rate it a minor riskntiQgency

planning for major losses is thus essential fordyagk measurement.

In considering losses of property, one cannot labgarticular items in
isolation. One must always consider what else mghliost or damaged

21



HCM435 SECURITY AND LOSS PREVENTION MANAGEMENT

at the same time. It is not enough to know, fortanese, that an
explosion would cause considerable damage. It bellnecessary to
know, for Security and Loss Prevention Managemerpgses, just how
much damage is to be expected, what will be afte@ad how much of
that would belong to the company and how much herst It is possible
to calculate the over pressures which could bergés by an explosion
at any of the probable locations in and aroundsites and how far the
effects could be expected to spread. By plotting Warious, over
pressure zones on a plan of the area, it is peswbéstimate the extent
of damage that would be caused and, based on fwee dfy property
involved, the likely maximum cost.

Comparable techniques can be devised for a whalgeraf threats, and
using them can save a company from being in theaemasing bad.”
On the other hand, accurate measurement may slaivihth effects of a
threat have been over estimated, and that whatntusisvely thought of
as a catastrophic risk was in fact one, which,caigfn still serious, was
capable of management, by the company.

3.2.2 Risks to Employees

In addition to the cost of compensation, or of grens paid to insure
against it, injuries to employees will involve maingirect costs, which
must be taken into account when measuring the Tiskre often will be

a considerable amount of time lost at the time @ &ccident and,
subsequently, while the circumstances are repaednvestigated, and
when criminal or civil proceedings arise. Althoughoduction may

continue during these events, some employeescplantiy members of
management, are bound to be diverted from theimabactivities, and

this cannot be done without incurring a cost.

The accident may lower morale and productivityhe tompany, or it
may induce a tendency to over — caution among erapkin the short
term. If an accident reveals serious safety shoriicgs, strikes or
restricted working may be among the costs of treedaat. Whether or
not the employer was to blame for the occurrencéhefaccident, the
injured employee will have to be replaced, eithemporarily or

permanently. This may mean reorganising the dofiesher employees,
or recruiting and training a replacement, all ofiathwill involve costs.

If it is a key employee whose services have bees, lbnding a

replacement may be very expensive, and there maydubstantial loss
of business in the meantime.

Senior management is not exempt from injury. Mbi@ntone company

has suffered considerable financial loss becauseralemembers of its
board have been killed while traveling togetheralsmall company or
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partnership, the loss of goodwill or of the entespurial drive could
mean the end of the business. These indirect emstsery difficult to
guantify, but awareness of their existence will eaa contingency
amount to be added to the foreseeable direct cibstsay also help in
the identification of particularly high risks, amve clues to suitable
loss reduction measures.

3.2.3 Interruption Risks

Here the important questions to be asked concerndture and purpose
of the organisation — does it exist to make a purfis its main aim the

continued supply of a service? How important i® ithe organisation to

get back to normal quickly?

At one extreme will be the organisation which pd®s a vital service a
specialised hospital, say, or a water authorityenghit is essential to
restore the service as quickly as possible, evam &tineconomic” cost.
At the other extreme is a company which, becauseheflack of
alternative suppliers or because of the naturésodantracts for supply,
can suspend operations until the effects of the Bgent have been
rectified and then restart operations without sesitnancial penalty.

Most organisations will be somewhere between tleedeemes. They
will need to estimate the additional expenditureyttvould have to incur
for temporary resources or alternative method @raton (which again
will be simpler if a proper contingency planningeexise has been
carried out), plus the net loss of income attriblgao the loss during
and after the period of interruption.

3.2.4 Financial Risks

In the field of pure risks, the most important hkely to be the risks of

theft or fraud and credit risks. In measuring expesto the risk of

dishonesty, one must try to estimate the maximunousrinthat any

person, or group of persons acting in collusionjd¢steal before being
detected. Large cash losses may attract most iatteibut it should not

be forgotten that a long — running stock fraud rbaymore costly than a
spectacular robbery.

Computer fraud has come into prominence in recestrsy although
there is rarely anything new in the nature of tfadls perpetrated. The
use of the computer system, not only to committtiedt, but also to
conceal it, can make detection much more difficaifigd so it is wise to
be pessimistic when estimating the amount whichsipbs might be
stolen in this way. If one is looking at the pastaaguide to the future in
measuring this type of risk, one should always mater that the really
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successful frauds are the undetected ones whichot@ppear in the
records.

In measuring credit risks, one at least has a maxinfigure to work
from, which will be the maximum amount owed to thrganisation at
any one time. To this must be added the value pfséwck made to the
special order of particular clients which woulddwaiting delivery, and
for which there would be no other ready market.e@ithat maximum
figure, it will be a matter of judgement as to wimgrcentage of it
represents the true extent of the risk.

3.2.5 Risks of Liability

Liability risks present the greatest difficulty Ioeing measured because
liability is not a constant, but is modified as th#itudes of society
change. There has been a rapid increase in thateateliabilities,
particularly those of manufacturers and the prodessand there may be
many years interval between the action which gnsesto a liability and
the notification of a claim.

Another problem is that each liability has a unigost, which is, in the
last resort, dependent upon the opinion of thetchiat hears the case.
Added to this will be any consequent costs of itigaing and
administering the claim, and those of making amgncfes in operational
methods or products which may be necessary to avoagetition of the
event giving rise to liability. The latter will bine amount in the sum
over which there will be the greatest degree ottlou

By keeping oneself informed of trends in liabiliyd of the amounts
currently being awarded by courts in the areas lmckvthe company
trades, and by making the best assumptions possiidat the number
of persons who might be injured and the type andusrhof property

which might be damaged, it should be feasible t@em@mbroad estimate
of the extent of liability. Since transfer by inance is normally the
preferred method of handling liability risk, thisilmhelp in deciding

suitable policy limits. The consequential loss @ tompany cannot,
however be insured and this potentially disastr@ksmust never be left
out of the calculation.

3.2.6 Aggregation of Risk

Risks have so far been treated in this chaptei their effects were felt
separately. In reality, of course, a single inctd=an give rise to damage
to property, injury to employees and liabilitiesdtihers. It is necessary,
therefore, to analyse potential loss producing esvexmd to find the
aggregate of all the costs which may flow from theemembering that
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the ultimate cost may be out of all proportionhe aipparent severity of
the initiating cause. It will never be possiblepr@dict such a total cost
with complete accuracy, and the best procedur ¢alculate a range of
potential severities. The worst case must not biten but one should
not become hypnotised by it. It should be balanbgda prediction

which represents the most favourable case, andbeteeen the two

extremes which constitutes the best guess of Kedylicost. All these

predictions must, of course, be updated as ciramast change.

It also should never be forgotten that the occueeaf pure risks is
likely to be random and that the unpredictabilityl wcrease with the
severity of the risk. There may be, say, one chaméie hundred of a
large fire loss in any one year, but there couiltl st two in two years
or even two in one month. The measurements disdussdar in this
chapter many such losses the company could staodenyear, and its
spread of risk, before deciding what position om plyramid of severity
to allot to the risk in question, and taking thepmgpriate action to
reduce it.

3.2.7 Measuring Probability

The only evidence on which estimations of the pbdiig of future
events can be made is what has happened in thetlpastfore the more
relevant data of past losses that is available amalysis, the more
confident one can be about the probability of fatawents. That is not
to say that history will repeat itself. No entiredgcurate assessment of
probability can be made except in retrospect, whenprobability will
always be seen to have been either 0 (it did n@pdém or 1 (it
happened). Absolute certainty that a future eveilt happen is
impossible and it is difficult to allot a zero padhlity to any event that
does not contravene natural laws. Estimating prdibab, therefore,
means allotting a value between 0 and 1 to the tewerder
consideration.

Some knowledge of the science of probability andbpbility
distribution is thus of great value to the risk rager. It should be a
matter of concern that so little use is made ahiSecurity and Loss
Prevention Management practice. The depth of knibgderequired is
not great and is available in simple textbookstafistics for business,
but there is reluctance among risk managers topacbat numeracy is
part of their required qualities. Fortunately,sitnot necessary to be able
to construct and test distributors or to understi#wedformulae involved
to make some use of probability theory. Obviousihg better the risk
manager's own knowledge of the subject, the greatsm be its
contribution to his decisions. Many risk managewild, however,
improve their risk measurement by having a simplempguter
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programme prepared to analyse past loss data ti@ngost appropriate
distribution so as to give estimates of probab#itiof each level of
severity.

Even this second — hand application of probabihgory will emphasise
the need for the fullest records of past losseddokept, and the
convenience of grouping this data into classesiféérént size which
may be equated with particular levels on the comisamdividual
pyramid of severity.

Of the various probability distributions which még used, the risk
manager is most likely to find the Poisson distitou helpful, as it can
be used to estimate the probability of a particalanber of events, such
as the number of fires of ac certain degree ofrggy®ccurring. If one
estimates the expected number of such events obatie of past data,
one can, by using this distribution, obtain val@@sthe probability of
any number of the events occurring.

If say, one has calculated in this way that thaltptobability of one,

two and three fires is 0.39, then one can usedbethat the probability
of all outcomes must together equal 1 (or cert&nileduce that the
probability of more than three fires occurring i1 One can also
decide the probable maximum number of fires by olisg at what

number of occurrences the probability become Jiguzero.

Once probabilities have been allotted to futurenésjewhether by the
use of probability distributions or intuitively, ¢ can be used to
improve decision making in risk management. Consttle case of a
risk manager who has made three predictions albeutaost of loss if
each of four courses of action is taken. Theseslapgvn in Fig. 5.1 with

no information about probability, one can only aseuthat all three
cases are equally likely, applying what is callde tcriterion of

insufficient reason.

Course of Cost of lossN

Action Best case Intermediate case| Worst case
1 40,000 60,000 80,000

2 50,000 60,000 70,000

3 35,000 50,000 85,000

4 40,000 70,000 125,000

Fig. 5.1 Security and Loss Prevention Managementarnatives
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The probability in each case will thus be one thamald multiplying each
cost by this probability will give an expected cdést each option, as
follows:

Option 1 40,000 x 1/3 + 60,000 x 1/3 + 80,000% 1# 60,000
Option 2 50,000 x 1/3 + 60,000 x 1/3 + 70,000X% 1# 60,000
Option 3 35,000 x 1/3 + 50,000 x 1/3 + 85,000% 1# 56,667
Option 4 40,000 x 1/3 + 70,000 x 1/3 + 125,000%478,333

In this case, option 3 would appear to be the ladtstough its advantage
over options 1 and 2 is not large enough for ibéan unchallenged
choice. However, the risk manager may not feel #llathe cases are
equally likely, or that they should be so treat&tie attitude of his

company may show risk aversion, or it may encouthgetaking of a

certain amount of risk, and this thinking mightaal the decisions to be
taken.

The risk averse company might feel it wise to assuhat the worst
would always happen, and so would choose optios i2 gave the past
result in those circumstances. Similarly, the nsleferring company
might assume that the best case would always happdnso would
select option 3.

These are, however, the extremes of optimism asdipém. The risk
manager might try to place his company betweerethee extremes by
calculating an expected cost from the figures fo¥ best and worst
cases only, allotting probabilities to each whictpress his degree of
optimism. Thus a moderate pessimist might use @.Ghe worst case
and 0.4 for the best case.

If however, some measure of estimated probabibiy lbeen obtained for
the various outcomes, this can be used to obtaiobgttive expected
cost. If, for example, the estimated probabilitytioé best case is 0.2,
that of the intermediate case is 0.5 and the ofwbest case is 0.3
(assuming, for simplicity’s sake, that no othercoumes are possible),
the calculation will be as follows:

Option 1 40,000 x 0.2 + 60,000 x 0.5 + 80,000%962,000
Option 2 50,000 x 0.2 + 60,000 x 0.5 + 70,000%©61,000
Option 3 35,000 x 0.2 + 50,000 x 0.5 + 85,000%657,000
Option 4 40,000 x 0.2 + 70,000 x 0.5 + 125,000%-©80,000

Option 3 would thus be chosen as it gives the égsécted cost using
the best estimate of likely possibilities. Natuyalhis estimate may be
revised as fresh information is obtained, and #whnique known as
Bayes Theorem provides a way of doing this.
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Proper handling of risks depends upon the mostrateumeasurement
possible of severity and probability. Both dependoru efficient
identification and the availability of the maximuamount of useful data
from the past recorded in a systematic form, whean be used
conveniently to help predict the future.

4.0 CONCLUSION

In conclusion, risk measurement employed varioubability
distributions which may be used, the risk managenost likely to find
the Poisson distribution helpful, as it can be usedestimate the
probability of a particular number of events, sashthe number of fire
outbreaks of various degree of severity, occurrlhgne estimates the
expected number of such events on the basis ofdadsf one can, by
using this distribution, obtain values for the pablity of any number
of the events occurring.

5.0 SUMMARY

In the course of this study we focused on sevefitysks, types of risks
among which are the following:

. risks to property, and employees
. interruption risks

. financial risks

. risks of liability

. aggregation of risk

. measuring risk probability.

6.0 TUTOR-MARKED ASSIGNMENT

1. Discuss the severity of risk in business.
2. Differentiate between financial risk and liatyilrisk.
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1.0 INTRODUCTION

Once the activities of a business have been arlyise risks involved
are identified and measured systematically, it assgble to begin to
consider how these risks may best be handled.

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. explain classes of risks

. analyse methods of handling risks
. identify dealing with specific risks
. examine Personal factor.

3.0 MAIN CONTENT

3.1 Classification of Risks

Measurement will have produced two values, ondferprobability or
frequency of the risk, the other for its severAg. we have already seen,
a link will usually be found between these two meaments, a high
frequency normally being found with low severitgyl frequency with
medium severity, and very low frequency with highveity.
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In deciding the appropriate treatment for a risk $everity measurement
is the more useful, and the correlation that existsveen the two types
of measurement permits assumptions to be made ablatitve severity
where only the frequency can be measured — as b@tiie case where
a record has been kept of the number of incidénisthe cost of those
incidents has not been recorded separately.

Risks of low severity present few problems of mamagnt, especially
when they are combined with a high frequency. Tlewell of

predictability is good, and these factors make dsgible to identify
readily what can be done to reduce the risk, dind its severity even
more, and to budget to meet these costs in the samyeas other
recurrent expenses of the business.

The main risk-handling problem lies in deciding wban be done about
the risks of high severity and low frequency. These the most

unpredictable risks, but they are also the riskscliwrembody the

greatest threat to the continued existence of tisenbss. The decision to
allocate risks into their various severity classeghus the first risk

handling decision that must be made.

3.2 Methods of Handling Risks

The next decision is to determine, by referendbeogeneral indications
given by the severity classification and the pattc features of the risk,
as revealed by the identification and measurembattiog procedure,
which of the various risk handling devices is mdgely to be
appropriate for the particular risk. There are ftwoad strategies to
choose from: avoidance, control, transfer and ftnam

3.2.1 Avoidance

Avoidance is the first strategy to be considerédméy be possible
sometimes to eliminate the risk altogether by abaimdy an operation
or project, or contracting it out to a speciallernatively, there may
be ways of carrying out the operation differently,in another place or
using different plant or materials, which will addhe risk.

This method of risk handling has its limitations.the first place, while
a specific risk may be avoided, the changes nege$sathat to occur
will necessarily alter the risk pattern of the eptise, and avoiding one
risk may introduce new ones, while altering thebaitality and potential
severity of others.

Secondly, while the option of avoidance is ofteaikble in managing
speculative risk, it is less frequently a practleadption with pure risks.
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It is not easy to stop manufacturing a profitabledoict, or to relocate
an established factory on pure risk grounds. Thke manager usually
has to accept that risk avoidance is not a coyps@ o him unless the
change involved can be achieved without great ooshconvenience.
This will normally limit avoidance to specific parbf a process or to
changes in the use of particular materials.

3.2.2 Control

Control is the risk manager’'s main method of conmgatisk. The basic

guestion, “What happens if ...?” implies, as we haeen, further

guestions about the severity and probability df,risut finding answers
to these questions serves little purpose unlesslaer question is asked:
“What can we do about it?” If avoidance is not poles then the risk

manager must see what can be done at an econostitoceduce the
risk.

This can be done in one of two ways, either théalodity of the loss
occurring can be reduced or action can be takéimtoits severity if it
should occur. Because of the correlation betweerbahility and
severity, it may be possible by using either metluwch combination of
them, to bring the potential loss down into a lowa&tegory of severity.

The means to be used may be either organisationglhysical. In the
former case, rearranging the way in which certask$ are carried out,
or making certain people responsible for seeingt tparticular
precautions are taken, may reduce the risk. Therlaase involves the
installation of equipment to reduce loss. Fire digb@ and extinguishing
appliances, or machine guards and interlocks awamples. In re-
evaluating the risk with such protections, howeites important not to
fall into the error of assuming that because theicgs have been
installed, they will necessarily always be opemti@ver dependence on
the operation of protective devices may, in someesa warrant
inclusion as an aggravating factor in the risk tdexation chart.

3.2.3 Transfer

Transfer of the risk itself by, for example, arramggfor a hazardous
process to be carried out by someone else, isma ébrrisk avoidance.
There is, however, another form of transfer avéalab the risk manager
to transfer not the risk itself, but its financedfects. This can sometimes
be achieved through contractual conditions, whiefuire the other
party to give indemnity against certain types ability or loss or
damage, but it is important, if this course is addpto make certain that
the other party will be in a position to meet hidigations if called upon
to do so. Unless this is done, the risk may in facly have been
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transferred on paper and may return to threatewrp@nisation, which,
because it had put too much faith in the effece@ssnof the transfer,
may be unprepared to meet it. The most common fairrmontractual
transfer of this kind is, however, by insurance,eveby the insurer
agrees to assume specified risks in return foeanpm.

3.2.4 Financing

Financing cannot truly be considered an alternativethe three

strategies mentioned above, since it includes amm@, which is a
special form of risk transfer. In a soundly planrgecurity and Loss
Prevention Management programme it will reinforlce o6ther measures
selected. However good the system of loss contey be, it is very

unlikely that a risk can be eliminated by it. Triams whether by

insurance or other means, is also unlikely to beeffective that the

consequence of the risk could not involve the oiggdion in some form

of direct or indirect loss, interruption or incomwence. In virtually

every case, therefore, there will be residual mtiogent risks for which

a financing plan is necessary. Insurance is an fitaporisk financing

tool, but it is not the complete answer to risksj #& all too often used
to finance the wrong category of risks. A full fii@ng programme will,

therefore, be made up of a combination of providogrisks in normal

operating budgets, self — insurance plans, inseramd possibly other
less common financing methods, such as contingess bf credit.

3.3 Dealing with Specific Risks

Once the most appropriate methods of treatmentafparticular risk
have been determined, the third of the main riskdhag decisions has
to be made. That will be to decide the details pfam to deal with each
specific risk.

In order to make this decision, reference must lz@lenback to the
components of the risk identification chart. Onesinilook at the
consequence of the occurrence of the risk in datall predict both the
direct and the indirect consequence. Next, the gbshose direct and
indirect consequences must be calculated and erdnulosely to see
whether it would vary significantly if the loss weto happen at a
particular time, or in particular circumstances. tere is such a
variation, the worst possible situation must besit for in the risk
treatment programme, for pessimism in matters sk s the only
prudent philosophy.

The potential cost is only one of the factors, \whiall determine the

appropriate plan for treating the risk. It will aldoe necessary to
establish both the probability of loss and the mtadility of its
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occurrence. The risks, which threaten an orgaoisatre rarely of a
kind for which it is possible to calculate exacolpabilities. With the

smaller losses, which happen more frequently amdmach there is

likely to be a larger body of data, the law of Engumbers can be of
considerable help. Briefly, this law can be expeesas stating that the
greater the number of events of the same kind dhatobserved, the
closer will the results approximate to the true batality. Given a

sufficient data base, some assumptions can be nadodeit the

underlying probability, which will be extremely dakin deciding how

the risk should be handled. In theory, of courke, évents considered
should all be of the same type, but for practicappses it is not always
necessary that they be exactly homogenous. Nolus&umation about

the probability of fire, for example, can be dedlié®m the record of a
group of 500 buildings, identical in every respantwhich there has
never been a fire. Data about 500 fire losses m-n@entical buildings

may, however, enable some rough assessment ofrdhalplity to be

made.

When it comes to major risks, which would endantier continued
existence of the organisation, theoretical prolissl are of little value.
Comparable events occur relatively rarely, so thaite is an insufficient
base to allow any calculations to be made, anc®esancatastrophe of this
kind, if unprovided for, might well mean the endtbé organisation it
can, from the organisation’s point of view, be teglhas a unique event.
In such a case, attempting to determine the exadiapility is both
impossible and unnecessary. All that needs to ldednis that if the
probability is greater than zero then a decisiolh éve to be taken as
to how the risk should best be handled. It is eapgrhaps fatally easy —
to assume a major risk away and to imagine thaumerthe probability,
although unknown, must be extremely low, it canrdéf@e be treated as
being zero.

3.4 Personal Factors

Risk handling decisions are likely to be affectgdtie outlook of the
person called upon to make them, for different pedpave different
views on the attitude to adopt when faced with.risk

There are two aspects of this psychological madaliion of what would
otherwise be a straightforward assessment of tblegpilities, followed
by a decision flowing logically from that assessindinhere is, first of
all, subjective probability. In making a decisioglating to a possible
future occurrence, the true statistical probabiiitgy be an important
factor, but each person will have his own set etcpnceptions about the
weight that is to be given to the probability figarand it is on the basis
of this subjectively higher or lower probabilityaththe decision will be
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taken. Most people for example, underestimate #rgers of travel by
car and overestimate those of travel by aircrafie @night term this
subjective probability a “nevertheless factor”, cgnit commonly

expresses itself in thoughts such as “l know i€a thousand to one
against it happening, but nevertheless | won't takg chances”, or,
“there is a chance things may go wrong, nevertkelewill take the

risk.”

The estimation of subjective probabilities is venuch a matter of
temperament. The other psychological factor in seni taking,
however, while it is normally also instinctive, d¢duconceivably be
modified to conform with a set policy laid down the organisation for
the way in which decisions should be made. Everggehas more or
less of the gambler in them, which will determindether they are
prepared to take risks or will be predisposed wwklfor safety. This
attitude will not be constant even in one persam, it may vary at
different times of life, with different kinds of geibilities and with the
amount at stake — most people who would willingdk a small amount
on a very remote chance would require a much gregatsbability of
success if the loss would mean total ruin. In tame way, someone
might identify the security of their job with the@dance of unexpected
losses and be less prepared to take risk on behidé organisation than
they might have done on their own account; conWerseey might be
far more ready to risk the organisation’s monewtteir own.

It is possible to detect a trend in modern businesgards a more
cautions approach to risk, which runs parallel wille decline in
importance of the individual entrepreneur — who wemperamentally
inclined to take a chance, and was, to a largengxtés company — and
the rise of the large corporation, administereinfessional managers
and accountants. One can draw an analogy with trd of sport. There
was a time when lan Hay could write: “The tortoise a terribly
unpopular winner ... a real hero is a man who wirchampionship in
the morning, despite the fact that he was deadkdifua night before.”
In other words, the risk taker was an admired attarain sports as in
business. Since then, however, there has been rgeha attitude
among prayers, associated with the growing rewéndbe found in
sport, so that “professionalism” has ceased to pejarative term and
has become one of admiration. In the big-moneytspsuch as tennis
and golf, the successful players have increasibhgbn those who “play
the percentages”: that is to say, those who redis&eby shots which
can be relied on to give satisfactory results najsthe time, or this
minimise the chances of an opponent being ableakenan unexpected
reply. Sport has become big business and the resslio accept risk has
been reduced as more is at stake.

35



HCM435 SECURITY AND LOSS PREVENTION MANAGEMENT

It must also be recognised that, whereas in th@odecision maker
might be expected always to seek to make the decisihich gives the
optimum result, he may in fact set his sights miegver and seek some
lesser return, which he considers satisfactory.tAerosporting example
will illustrate this. A professional football teanparticularly playing
away, may very often aim not at the optimum restih win, but at the
satisfactory. Another sporting example will illuetie this. A professional
football team, particularly playing away, may verfgen aim not at the
optimum result of a win, but at the satisfactorgule of a draw, and will
therefore base its strategy on the efficient avadaof defeat. It will
win if the opportunity presents itself, but its mapons will be satisfied
if it achieved the draw.

Risk handling decisions, like any others, will bieeted by these factors
and by the interaction of the personalities of éhos command, which
together make up the corporate attitude to riskraadagement style. At
the same time it is worth remembering that the cmys
organisational manuals — if its management styteldeitself to such
things are unlikely to spell out the corporatetadke to risk, and that
individual decisions may be affected by the perbategree of risk
aversion of the particular decision maker. This rbayvery different
from that of the company as a whole.

The risk manager therefore needs to be aware ddppeoach to risk of
individual members of senior management, as wethasconsensus of
their views, which forms the corporate attituderigk. Both will be
important in determining the degree of caution tieeds to be built into
a Security and Loss Prevention Management prograimnimis to fit the
organisation’s character. If it fails to do thdten no matter how logical
the risk handling decision may be in theory or haecurate the
statistical base on which it was taken, it will hat the right one for the
company.

The nature of the organisation itself will influenits overall attitude to
risk. A non-profit making organisation whose maihjextive is the
uninterrupted supply of a service will be lessimetl to take risks than
an entrepreneurial company whose main aim is steornh profit to
satisfy the expectations of shareholders. A comparhich is highly
decentralised, whether because it is a multinationdecause it has a
broad product range, may find it difficult to us# its full capacity for
risk retention. This is because its pure risk dens tend to be made
locally in the context of the individual divisiom subsidiary.

A family business which puts a high value on camtyn may be more

cautions about risk than a publicly owned compahgse horizons are
its shareholders. A large company can be expeabedhave more
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Security and Loss Prevention Management options dpeit than a
small company in a comparable state of financialthe although
Security and Loss Prevention Management can, ofsepthelp both.
The large company will probably have a better spiaisk and greater
financial resources, which will give it more scdpeetain risk, and it is
likely to be able to employ specialists in vari@spects of risk control,
while the smaller company will be more dependemnumsurance and
on the services of outside consultants.

4.0 CONCLUSION

In conclusion, the right risk handling decisioniilus depend on many
factors, which will be different for each companipart from the
generalisation that catastrophic risks must besteared if economically
possible, one cannot therefore lay down firm rddégschoosing between
risk handling options. All one can say is that tezision must fit the
individual company’s nature aims and risk attitudet fails to do that,
then it has a poor chance of success, howeveratdtrenay seem in
theory.

5.0 SUMMARY

In the course of this study we focused on the Yalhg: classes of risks;
methods of handling risks; dealing with specifisks and finally
personal factor.

6.0 TUTOR-MARKED ASSIGNMENT

List and discuss various methods of handling bssimisks.
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1.0 INTRODUCTION

In the previous unit we traced the series of denssi which must be
taken as part of the process of risk managementa\Ve seen that after
risks have been sorted into their various categafeseverity, there are
a number of alternative methods of dealing wittk fisom which to
choose. In broad terms, however, the choice resolieelf into a
selection of one of two strategies: either to ateepossible loss, or to
arrange some form of financing procedure to meetldss when it
occurs.

As we have seen, potential severity is the factackwvshould govern the
decision whether a risk is to be accepted or firdn®isk acceptance
should be reserved for risks of low severity arskgishould never be
accepted inadvertently or without due consideratériheir possible

effects on the organisation. Security and Loss éreon Management
exists to provide a technique for ensuring thatsriare discovered and
evaluated systematically, so that the appropriatedling method may
be chosen.

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. explain non-insurance transfer
. examine transfer by insurance
. identify internal funding and the use of crdit.
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3.0 MAIN CONTENT

3.1 Non-lnsurance Transfer

Let us first look at transfer or risk other thanibgurance. The aim here
Is to finance the cost of potential loss by ensutimat if a loss occurs
someone else will have the responsibility of payfogit. The usual
method of attempting to achieve this is by meansexdlusion or
indemnity clauses in contracts, but this is fanfroeing a certain way of
freeing oneself from the financial consequences aofrisk. Such
conditions can, of course, only be enforced agamgparty to the
contract, and only then if it can be proved that ¢fause formed part of
the contract when it was made.

The courts have shown their dislike of exclusicausks by putting the
narrowest possible interpretation on them and legis has restricted
their use still further. The unfair contract terast 1977 renders void
contractual terms which restrict or exclude liapifor death or personal
injury resulting from negligence, and only permitsstrictions on

liability for other loss or damage by negligencethe clause can be
considered reasonable. In deciding whether sudawse is reasonable
or not, the circumstances in which the contract watered into, the
relative bargaining power of each party, whethethsalauses were
normal in the trade and any other relevant factt ke taken into

account.

Where goods are sold to the public, the act prhddtempts to contract
out of the implied warranties of merchantable dyadiind fitness for
purpose under the Sale of Goods Act 1979. In n@orsumer sales,
such clauses are permissible, but only if theyr@asonable.

There are thus serious obstacles in the path arengeeking to use this
form of risk transfer. Even if they can be surmeauahtsuch a transfer is
worth no more than the financial resources of teessgn to whom the
risk is transferred. These may be adequate atirtieethe agreement is
entered into, but in the absence of a continuoateny of check, which
may well be impracticable, one can never be cetiaat the risk has
been effectively transferred.

3.2 Transfer by Insurance

The mechanism of insurance will be considered iaitdéter in this
book, but it must be included here as the most lwideed method of
financing risk. The introduction of systematic Sefyu and Loss
Prevention Management into an organisation wilefshow that the
purchase of insurance has in the past been polamyed, if it has been
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planned at all. Security and Loss Prevention Mameggg can often
eliminate many insurance against events which whaide only a minor
effect upon the organisation, either financially or interrupting the
services which it is designed to provide.

The termination of these unnecessary insurancaf$es the first visible

effect of Security and Loss Prevention Managemedtthis has led to
the myth that Security and Loss Prevention Managéne anti —

insurance. Nothing could be further from the truflne of the most
important constituents of Security and Loss Prawananagement is
the proper use of insurance, which means usindnérevit will be most

effective as a financing technique, i.e. in ardas@dium and large risk.
To refuse to buy unnecessary insurance is not @antie insurance, but
anti — waste of resource. The application of Ségudnd Loss

Prevention Managementprinciples indeed may not keadn overall

reduction in the amount of money spent on insurgmeeniums, for the
funds that are released by canceling unnecessaail savers may be
used for catastrophe insurance in areas which Ipageiously been

overlooked or where cover was previously inadequte doing this,

the organisation will be getting better value frais expenditure on
insurance, since the expenditure will be concesdrathere it can do the
organisation most good.

3.3 Internal Funding and the use of Credit

If it is decided that the loss is neither to befined by insurance nor to
be accepted and paid for out of revenue, the fingnpossibilities are

limited to a choice between internal funding ane tise of credit, both

of which have substantial disadvantages.

If a budget or fund is to be set up from which &sssf a particular kind
will be met, many of the insurers’ costs and expsnwhich would have
to be paid for as part of a premium, can be avoidédhe same time,
however, non-insurance organisations of not nogmahjoy the
advantages of insurers in making pre — tax resefreas which to pay
for future losses. This imposes a penalty upon @mgs wishing to
establish a fund which is carried forward from ygayear. Such a fund
can, however, have its uses. It provides a way \@drapming the
problem of losses which are too large for individpeofit centres to
bear, but which are well within the capability bétorganisations do not
normally enjoy the advantages of insurers in malkpngrtax reserves
from which to pay for future losses. This imposegpenalty upon
companies wishing to establish a fund which isiedrforward from
year to year. Such a fund can, however, have @s.usprovides a way
of overcoming the problem of losses which are &ge for individual
profit centres to bear, but which are well withimetcapacity of the
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organisation as a whole to retain. Such lossedegraid from a fund to
which all sections of the organisation contribuseifathey were paying
an outside insurance premium. The advantage oftenaing an internal
fund is that contributions each be varied, not anlgccordance with the
record of each contributor, but also with the chagdinancial state of
the company, with additional central transfers gamade to it in good
times so that contributions perhaps may be suspeindsad times.

There can be administrative problems, however, wgich a fund.

Criteria for the acceptance of claims against thefmust be laid down,
and internal standards of proof of loss shouldb®tess stringent than
those an insurer would apply. Unless this is ddhe, fund may be

exploited by the wilier parts of the organisatias a useful additional
budget or contingency fund.

There is also the danger that if there is a hediddgnce in the fund for
several years, and claims upon it are low, it may“borrowed” to
finance other activities within the organisation, that when the more
serious claims come along, the fund is insuffictenmeet them.

The fund, too, much be adequately financed whensét up. If it has to
rely on the gradual accumulation of funds from dbnotions, the
organisation may find itself insufficiently protect against an
unexpected run of claims early in the fund’s life.

The alternative method of non — insurance finanoihgsk is to borrow
the funds necessary to meet losses as they ahgeisTa method, which
is not often chosen, because the fluctuations efctiedit market may
mean a lower degree of certainty hat funds willalvailable to meet a
loss than may be required. This is particularlgtifrecourse is made to
normal credit facilities to meet a loss. Not onlgyrthe loss occur at a
time when the amount of credit available is restdg¢ but the loss itself,
if it happens to be of a major asset, may dimirtts organisation’s
bargaining power in seeking further credit.

An alternative possibility is to arrange a contingéne of credit in
advance, to be drawn on in the event of a losss ay be difficult to
arrange on terms which are acceptable, and eibier &f credit, while it
protects cash flow and earnings by spreading the dwer the period of
borrowing, still results in a depletion of net dsse

3.4 Evaluating Financing Methods
In comparing the cost of other financing methodthhat of insurance,

it is important to remember that there are secondasts involved,
whichever method is selected, which may not be texgoantifiable in
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advance, but which must be considered if any cospainf methods is
to be meaningful. If insurance is selected it ipamant to anticipate the
reaction of the insurance market to a large lossuld/the insurers, in
these circumstances, be likely to terminate therarsce, or to require
severely increased premiums for the future? It ballvery much better
for an organisation to consider such possibiliséshe outset, rather
than to wait until the loss has happened and tleefoired to consider
the problem at a time when its freedom of manewikibe much more

restricted.

The effect that damage to, or loss of, a key assght have upon the
stock market must also be carefully consideredhaf drganisation is a
guoted company. The share price in relation to rottemparable
companies tends to be the barometer by which theagement of a
company is judged, and the market wants to see ndinced and
uninterrupted flow of earnings. Loss of an impottasset, even if it is
insured, may be taken to imply a loss of earninggyaduring the period
until it is reinstated, and this reaction may beeresharper if the
company has decided to finance the loss otherttirangh insurance. In
both cases, therefore, and particularly in the s@coadequate
contingency planning for continued operation withdbe asset is
essential. It is also essential to be able to detnate that this planning
has taken place and is reliable if market confiéesdo be preserved.

In much the same way, reduction in the earning agpaf a company

may adversely affect its borrowing facilities dirae when its resources
are already strained. This is a strong argumenhsigeelying on normal

sources of finance for credit from which to meeloss. Evidence of

constructive contingency planning to minimise thteas of the loss

may be invaluable in retaining the confidence ef¢hedit market.

In selecting an appropriate financing strategyerdibn must be paid to
the possible timing of the loss. The differing ete upon a seasonal
business of a loss at different times of the yaar&asily be appreciated,
and it would be unwise to do other than to basésaradculations on the
assumption that the loss will occur at the worstslale time of the year.
There are, however, other factors that can maketithieg of a loss
important, which apply to any sort of organisatidhe effects of a loss
may be magnified if it occurs at the peak or at ltheest point of a
trading cycle, whether of the organisation itselfob the economy as a
whole.

4.0 CONCLUSION

In conclusion, the possibility of the loss coinaigli with restrictions
upon credit have been touched on above, and tketgfbf a loss could
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also vary according to fluctuation in the supplyiadour or materials for
rebuilding, or of replacement of parts or machinery

5.0 SUMMARY

In summary, this unit focused on non-insurance sfiem transfer by
insurance and finally internal funding and the okeredit.

6.0 TUTOR-MARKED ASSIGNMENT

Discuss Internal funding and the use of credit.
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1.0 INTRODUCTION

One of the chief problems that Security and Los®vémtion
Management has had to overcome has been to difieeitself from
insurance Brokers, partly because of the insuréac&ground of many
of the pioneers of Security and Loss Prevention &dament and this is
partly because those activities which Security dmds Prevention
Management is chiefly concerned with has for s@lbeen considered
the exclusive preserve of insurance Brokers aldine confusion has
been perpetuated because insurance Brokers retaghsan important
role as the main organisation handling risk finagan a Security and
Loss Prevention Management programme.

Security and Loss Prevention Management does ngersede
insurance, but puts it in its proper perspective par fulfilment of a
useful function determined after a critical assessnof what it has to
offer compared with other financing outfits. To dgleé best out of any
Security and Loss Prevention Management programinerefore,

requires a knowledge of how the insurance mechamwsnks, and an
appreciation of ways in which the insurance indudteats the risk
passed on to it in return for the premium paid.
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For the purchaser, insurance provides a methodnobthing out loss
experience over a period of time, by exchangingpine risk which is
insured for the smaller risk but sometimes failofehe insurer to settle
a claim when it is made occurs either through leickunds or by some
breach of the conditions of the insurance contogdhe insured himself.

Except for the small insured, or the catastropbss) it is unlikely that
the cost of loss will be permanently transferremhfrthe insured to the
insurer; for the latter will seek to recover wha had paid out by
increased premiums in subsequent years. Indeethayealready have
recovered it in previous years when the premiumisl peve been
greater than the amount needed to pay claims aret the insurer’s
expenses.

Where there is sufficient supply of insurance arfier@ insurers are
competing strongly for business, it may be possiblelefer or avoid

repayment of the cost of loss by changing insutarsin most cases this
will be only a short-term solution, unless theres hbeen some
substantial improvement in loss control to imprdke probable future
cost of loss. A new insurer may offer a lower pnemj taking the

chance that the loss experience will improve, biitdoes not, then the
premium cost is likely to rise and perhaps to, Imelyibs old level.

The service of chronological loss spreading is, év@v, what the
insured really needs, even if the total cost istheteby reduced, for it
enables him to reduce the annual cost of largeeto&s a size at which
they can be borne in a single accounting year.

From the insurer’s point of view, the risk thatransferred to him has a
different aspect. What was a pure risk for the riedubecomes a
speculative risk for the insurer, for in his haritdpresents possibilities
either of profit or of loss. The fact that a reiremce market exists as a
method of treating this risk is, however, a remmthat pure risk and
insurable risk are not synonymous terms.

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. explain risk spreading

. analyse risk financing and transfer

. evaluate rating system

. use mutual and captives as alternatives to insurers
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3.0 MAIN CONTENT

3.1 Risk Spreading

The methods the insurer uses to treat the riskalmees are themselves a
good example of Security and Loss Prevention Mamagé in action.
He seeks first of all to diminish his risk by ensgrthat it is well
spread. This is achieved in a number of ways. Farsjood spread of
risk is sought by endeavouring to ensure that tréfgdio he is insuring
consists of a large number of similar items. Thi8 give the greatest
play to the operation of the law of large humbarg] thus improve the
predictability of the loss experience. Next, theurers will wish these
insurances to come from many different locations ptovide the
necessary geographical spread to minimise the ehahan abnormal
loss experience due to a localised catastrophe.

This is the classic picture of the insurer as thiéctor of contributions
from many to pay for the losses of the few thatesuthem. It is still a
true picture for many smaller types of insurandast the changing
nature of risk is reducing its validity, as we sisde, for many of the
more potentially catastrophic types of risk.

As well as spreading risk geographically in thisywthe insurer also

seeks to spread it chronologically, by building ngserves for future

losses — a process which is easier in nearly alhwes for an insurer

than for any other type of company which might likkedo the same

from its own funds. An insurer, unlike other comiesn is permitted to

set up reserves of this kind out of pre-tax eaminghis fact has been
one of the attractions of setting up a captive iasce company as part
of a risk financing programme.

3.2 Risk Financing and Transfer

In financing his risks, the insurer adopts sounaduBiey and Loss
Prevention Management tactics in retaining onlyt thart of the
potential loss which can comfortably be borne isirsgle accounting
year. The existence of the insurance market, widclilesigned to
provide exactly this service to the direct insureakes it simple for him
to buy cover for the larger and catastrophic risk/o

3.3 Rating Systems

In deciding on the premium to charge, insurers made of three main
rating systems. The first of these, class ratimgjiplicable to those risks
where the insurer has in his portfolio a large namitif broadly similar

cases. In practice, they will rarely be identicahd the hazard each
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presents, and thus the premium which should eduitad paid for it,
will vary. The insurer, therefore, subdivides tlage of cases into a
number of groups and decides on the appropriataipre to be paid by
an average case within each group. Greater anckrldsszard in
individual cases within the group is then recogui®g increased or
decreased premium in relation to the average.

Class rating is easy to apply and provides rougitige between one
insured and another, as well as a means, for snsifance customers,
of spreading loss amongst them, but it has theddesstage that it offers

comparatively little recognition to the insured wissubstantially better

than the average, so that the insured whose logsotas excellent may

well find himself subsidising the poor risks in th@me class, even if the
premium paid is the minimum for the class.

Where the number of comparable insurance is soralihere one cover
is so large by comparison with others in its cltded its results would
affect those of the class unduly, experience rasngsed. This system,
under which the premium depends upon the past exmper of the

individual insured, provides the insured essemntaith a chronological
loss spreading service for his losses, since theraéu will be expected,
over time, to repay at least the non — catastropdgses which the
insurer has paid, together with the insurer’s egpsrof handling them.

This system gives more credit to the good, or luckwured and
penalises the insured with a poor record more guh&n class rating.
With changes in technology, more and more induspracesses are
becoming concentrated into a much smaller numbenia$. Advantage
may be derived from the economies of scale whilg@s well, but the
potential loss in the event of a serious stoppagé pwobably be
increased by the reduction in the number of altereasources of
supply. This reduction will also make class ratiegs suitable, because
the number of members of each class will shrink] as they become
larger, they are likely to develop distinctive i@&s which will make
the classification less appropriate.

In many cases, however, the risk is not only cotraéed, but also not
strictly comparable with anything in the past may, for example be on
a larger scale, or the technology may be entirely,nor it may raise

new questions about the boundaries of legal ligbiln such a case,
experience rating will not serve either and theuiaes has to rely on
some form of subjective rating. This term can caugything from a rate
based on detailed analysis of the probabilitie®lved to the one based
on pure guesswork. Objectively, the rates fixethia way may prove to
be too high or too low — subsequent experience sHothat the

premiums initially fixed for wide bodies jet airétafor example, were

47



HCM435 SECURITY AND LOSS PREVENTION MANAGEMENT

too high; those for super tankers or satelliteslésa Subjective ratings
can create an insurance market for a new riskf trely are too high
when measured against the risk as assessed bgtémdial insured, they
are increasingly likely to encourage him to seeeatternative method
of financing the risk, probably by entering the @pést insurance
market himself or in conjunction with others in tteame industry.

3.4 Mutual and Captives

Dissatisfaction with insurers’ rating methods iscenmon reason for the
establishment of mutual or captive insurance conasarn fact many

companies which have started out in this way haseeldped into

important parts of the conventional insurance ntadéhough they owe
their foundation to dissatisfaction with that mark®thers have found
the inflexibility of the insurance market, notally refusing to offer

cover of the extent, or on conditions, that themdlirequires, to be a
good reason for going into the insurance businemsiselves, and in this
way to widen the variety of wares that are avadablthe market.

Direct access to the reinsurance market has alsp e incentive for
the formation of captive insurance companies. H isholesale market,
and therefore cheaper; it is much more closely eepee — rated, and
therefore fairer to the large risk, and it provideser particularly for the
large and catastrophic risk, which is the protectithat risk
management, as we have seen, looks for from inserdirect insurers,
although buying their own insurance protectionxactly this way, have
in the past been reluctant to sell this kind oft@ction to other clients —
they have preferred to sell cover from the groupdrather than offer
large deductibles and excess of loss and stopclmgsrs have not been
made readily available.

There has been a change in attitude in recent ,yednigh has been
encouraged by the buyer's market which developadsarance. Faced
with intense competition from conventional insureend the

proliferation of captives, the market found thatawuld, after all, offer

deductibles and the retrospective rating planssamiar chronological

loss — spreading devices that risk managers wersaging. The

change of heart was first seen among American eénswut, under the
pressure of competition, the British market follasuit. Whether, as a
seller's market re-establishes itself, insurerd selek to revert to their
older ways, remains to be seen.

4.0 CONCLUSION

The insurance mechanism is vital to risk managemaiftere its
function is to finance large risks. This requiresnis of insurance
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tailored to this particular need, which, as we hseen, can be created.
Insurance thinking, however, is still conditioneda large extent by a
conception of its role as the spreading of reldyiwemall risks. For the
individual insurance is often indispensable; foe tlarge industrial
concern, it is but one Security and Loss Prevenitamagement tool
among many, to be used where its contribution istrvaluable as a
means of transferring the financial effects of éaggnd catastrophic risks.

5.0 SUMMARY

This unit focused on the following: risk spreadimgk financing and
transfer; rating system; mutual and captives &sradtives to insurers.

6.0 TUTOR-MARKED ASSIGNMENT

1. What do you understand by risk spreading?
2. Discuss the terms mutual and captives.
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1.0 INTRODUCTION

A good loss control method lies at the centre oéffctive Security and
Loss Prevention Management programme. Without &oiexit system

ensuring that losses are at the barest minimurere tis likely to be too
much fluctuation in loss records from one year twther. This is

achievable by putting in place, measures which @renomically

feasible along with risk financing decisions talan the basis of data
that are sufficiently reliable.

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. describe the dangers of specification

. analyse loss control and risk management
. identify physical aspect of loss

. examine psychological aspect of loss
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. discuss available resources for loss control
. discuss commitment, awareness and measurement, and
. evaluate recording and monitoring.

3.0 MAIN CONTENT

3.1 The Dangers of Specialisation

All organisations are likely to practice some foofrloss control, but all
too often the effort is fragmented, and responsidsl for different
aspects of it given to widely separated functioithiw the organisation,
with no communication between them or overall cowtion of their
activities. Fire prevention, safety and securitg #re three aspects of
loss control that receive most attention, and @l often they are the
province of specialists, whose interest is boundgdhe confines of
their own specialisations. Such a narrow view, ofirse, reduces the
efficiency of an effective overall loss control gramme, which should
involve every member of an organisation.

The aims of security and assured means of escape fire, for
example, frequently come into conflict, which magka it difficult for
those engaged in the argument to appreciate they #dre both
essentially seek different aspects of the samegthimeduction in the
possible loss of the organisation’s assets, whethese assets be
represented by property or by people.

Specialisation too makes it harder to recogniserotilies in the same
fight. The safety officer, for example, might wéihd it surprising to

think of the work of a product designer or qualiyntroller as being
part of a similar loss control effort to his owmdaall of them might be
unaware of the loss control work of the organisasidegal department
in checking the terms of contrasts it enters into.

If properly applied, loss control is part of eveactivity in the
organisation, reducing the probability of loss amgtreasing the
probability of survival if the unexpected shouldcoc

3.2 Loss Control and Risk Management

Since it should permeate the organisation and dhbelrecognised as
part of every job description, it is unfortunatatthigid specialisation
has made it possible for one part of the loss obqrocess to act in
isolation from another. It is doubly unfortunatathoss control is also
often seen to be something entirely separate frthraraaspects of risk
management. Indeed, there are many who say thatclmsrol is risk

management, and they are as misguided as those cl@imo that
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Security and Loss Prevention Management meansfingkcing only.
Security and Loss Prevention Management is no msaéety
management alone, or fire prevention alone or #gcalone than it is
self-insurance alone.

The problems of coordinating loss control within arganisation are
very similar to those of coordinating Security abhdss Prevention
Management as a whole. If it is not seen as evergdask, if it is left to
the specialist to worry about, then he alone widlvd to carry the
immense burden of trying to bring about, in theefat indifference or
opposition from all around him, something that @y be achieved
through co-operation.

3.3 The Physical Aspect

Good loss control has two aspects — the physidliaa psychological.
On the physical side are all the devices, whethamgible or
organisational, which prevent the actual occurresican event giving
rise to a loss, whether it concerns material damsafety and health of
employees and others, the security of premisesymdents, data and
information, potential liabilities arising from preéses, products or the
acts or omission of staff, or any other aspecthef husiness. The loss
control devices available, particularly in the diglof fire and explosion
detection, control and suppression, and of seclwayistems, become
increasingly complicated, and inevitably are mard enore the work of
experts in a narrow field. While their expertis@sld be respected, it is
perhaps worth remembering that to rely holly uponexpert of any
kind, is to open a gap in a loss control programme.

However effective the device that is installedjsitnever a complete
answer on its own to a loss control problem. Dae®quire periodic
maintenance or inspection, and if so, is the pitgpgenormally protects
vulnerable at these times? Can it be tested peabigj and if not, how
can it be certain that it will operate effectivedy the occasion, which
may be far in the future, when it will be neededifl iVbe as effective if
premises or processes or materials used are changeddified? Even
though it may be 100 per cent effective at contrglaccidental losses,
could it be put out of action, or by passed by sameewishing to cause
a deliberate loss? Does it interfere with ease mdrations or cause
annoyance of any kind to those working near itthsed there is a built —
in temptation to prevent it operating? All thesesfions and many more
like them must be asked to obtain a true picturéhefeffectiveness of
any loss control device, be it a sprinkler systam,intruder detection
system, a machine guard, or any other.
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The number and nature of these questions showetbe to look beyond
the expert’'s solution to a loss control problem adodconsider the
organisational situation into which it is going be installed, for the
psychological aspects of loss control are as inapors the physical.

3.4 The Psychological Aspect

On the psychosocial side, awareness is the keyrfag&very one

connected with the organisation must be made awee losses are
possible, and equally, that they can be controlBad. awareness on its
own is not enough. There must also be motivaticake part in the loss
control effort. To an extent, this means simplyt th@neral management
must be good. It means that relations between wsul@vels and various
activities within the organisations must be harroasj so that they do
not feel separate and antagonistic towards eaddr.olththey do, then

the loss control efforts of one group, however gooan expect no

support, and may even be deliberately or inadvéytesabotaged by

another.

3.5 The Resources Available

An alternative way of classifying approaches to kimg of loss control
is to consider the various types of resources abil to the risk
manager. These are as follows:

(@) human resources

(b)  physical resources

(c) organisational resources
(d) educational resources
(e) financial resources

3.5.1 Human Resources

Human resources are the first line of defence agjany type of loss.
Human beings are not nearly as effective as mashateavoiding
mistakes, but they are very good at detecting angecting them, and it
is often the immediate intuitive action of someait® happens to be on
the spot at the right time that is the differenetaeen a trivial incident
and a catastrophic loss.

Everyone in the organisation, therefore, can armlilshbe involved in
the process of loss control. Managers, foremenntplaperators,
engineers, technicians and office staff all hayzad to play. All have
the ability to identify potential loss and to davsething about it, even if
that something may only be to think what they aseng and so avoid
causing the loss!
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Every organisation has a wealth of loss contra@rtd among its own
staff, and the risk manger’'s aim must be to maKeuge of those talents
individually and combination, to prevent or reddoss. Other human
resources are available externally, in the forme)gderts and consultants
of all kinds. Technical problems often need tecahisolutions, and

advice on loss control problems frequently will Bato be sought

outside. Such expertise is valuable, but the irmolent of an expert
must not be allowed to become an excuse for evergige to neglect
their role in loss control. Security and Loss Pregva Management is
only fully effective if everyone is involved.

3.5.2 Physical Resources

The use of physical devices to prevent or to redieeffect of loss has
been discussed earlier in this chapter. When dke td loss control, it
is devices of this kind that first come to mindf ey do not remove
the need for human involvement. There is a cynie@k that if you try

to solve a problem by using a machine, you end itip two problems —
the original one and the machine itself. That esdbitlook of an extreme
pessimist, but it is a useful reminder that, howeaféiciently a device

may be designed to function, there will still benaed for human
observation and organisation to ensure that itejst kn a condition to
perform when it is needed, and that it remainsatiygropriate method of
loss control in what is unlikely to be a totallyalmanging environment.

3.5.3 Organisational Resources

Organisational resources are the opportunities dpean enterprise’s
management to deploy its human loss control regsuto the best
advantage. The aim should be to make loss coniroitagral part of the
company’s normal activities rather than an intetiarp of them. Much
loss prevention publicity is designed to remind gdeonot to do
something which might allow a fire to start, resaolan accident, permit
a theft to take place, or cause some other kindss. All too often the
action warned about is one that is early dones #asier to avoid a loss
than to cause one. If this is done to the maximuterg, the company
will be using the natural tendency to follow thesieat course rather
than fighting against it.

Loss control will be helped too, if the enterpriseso organised that
there is every encouragement for all employee ttigy@ate in, and to
make recommendations and suggestions about, prewesrt reduction
of losses. This is an important part of the pgrative nature of effective
risk management. Risk cannot be managed by a gisglenanager, nor
by a Security and Loss Prevention Management depati however
large, and enlisting the help of everyone awarthefneed to identify a
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new risk as it arises. Loss control is an exceliatting point, because
it does not require anyone to look beyond the #igs/in which they are
themselves involved, and on which they will all Ifggey are to some
extent expert.

3.5.4 Educational Resources

Educational resources must be used in conjunctidim evganisational
means to make fullest use of the human power & ¢@ntrol within the
company. Education is an important part of thegbhny risk manager,
and what he must teach everyone with whom he cam@gontact, and
encourage them to pass on to everyone else indhgany, can be
summed up in three propositions as follows:

1. That risk exists: awareness of risk must be crebefdre risk
identification can become part of any job.

2. That something can be done about it: risk awaremass be
negative thing if it leads to excessive risk awarsior to a
fatalistic acceptance of things going wrong

3. That it is everyone’s job to help in identifying daicontrolling
risk

3.5.5 Financial Resources

Financial resources are essential, because logsokdike any other
activity in a company, costs money, and will be pefition for funds
with other projects which may be more attractiveduse they offer the
positive prospect of additional profit, rather thdome negative one of
preventing the drain on profitability that loss megents. This always
needs to be borne in mind, as a reminder of the neeuantify the
benefits of proposed loss control activities whéeyt are proposed.
Since their true value will lie in the losses tliat not occur, nothing
more than an estimate of the benefit side of tist £benefit calculation
will be possible, and a range of values assumiag#st case, the worst
case and a predictable value usually will provideetier framework for
deciding whether or not the expenditure shouldoarred.

3.6 Commitment

There must be a firm management commitment to diséipe control of

losses, and this commitment must be effectively momicated,

preferably by means of a definite policy statemeuftich is not a mere
form of words, but which is a basis for action axample. The control
of losses, while coordinated centrally, must be enacclear part of all
duties, and each manager, at whatever level irothanisation he may
be, made accountable for losses occurring withersphere of authority.
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Only in this way can the idea that loss controkigeryone’s job be
communicated throughout the organisation.

3.7 Awareness

If the basic commitment is there, loss control axpress itself in

practical terms in every activity within an orgaatisn. Awareness of
the possibility of loss will mean that potentiabses will be one of the
factors taken into consideration whenever a newigcis planned, or

when existing methods are reviewed. It will meaat gtaff members are
encouraged to draw attention to any aspects of dven particular job

or surroundings which seem to make a loss possibdéeration of

unsafe conditions or the dispatch of defective pobel for example,
will become, and will be expected to become, ungiatee.

3.8 Measurement

With better awareness of possible loss comes tiperamity of better

measurement, both of the probability and the p@kseverity of loss,

and also of the critical conditions in which lossas come about. This
means more reliable figures of possible maximuns,l@d a more
realistic look at the true value to an organisatiorany of its activities

which entail a particularly high degree of risk.

If awareness of the possibility of loss leads fw@per evaluation of the
loss potential and the true cost of controllingslas a particular high
risk activity, it may well be found that the commiat benefit derived
from that operation is insufficiently high for itsontinuance to be
justified. All too often the risk manager finds thavithin his
organisation there is one activity, peripheraltie tnain operations of
the organisation, which contributes very little tioe organisation’s
profitability, but which carries a potential fortaatrophic loss out of all
proportion to its value. As we have seen, propeasuement can also
help in determining the level of expenditure orslpsevention measures
which is justified by the probability of loss.

3.9 Recording and Monitoring

As with all aspects of risk management, loss cérnirca continuous

process. The risks that have been countered maygeharocess or
organisational changes may make the loss controgramme less
effective, and, as its requirements are absorbedroutine, observance
of loss control procedures may become lax. Perabdeview of all loss

control systems are essential, in order to cheakttiey are still needed,
that they are still the most appropriate respoaghé particular risk and
that they are still working efficiently.
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Because, it is possible that those within an olggiion may be too
familiar with it to form an objective view of ito$s potential, the loss
control effort can be helped by taking advantageuwkide services —
insurers, brokers and specialists in particulaesypf protection can all
help by making periodic checks, particularly of kegations.

This programme or review can be further backed yija Bystem under
which all incidents which cause, or could causss loowever small are
reported. If these are recorded and analysed, resdusmall losses can
be eliminated. Such a system can also give advarreing of the
possibility of a catastrophic loss, even if theident which reveals that
possibility is itself trivial.

Each of these factors, and many others particalahé organisation,
will be relevant in deciding the appropriate fingxgcmethod, and they
impose upon an organisation the necessity of trymgesolve two

uncertainties: the probability of the loss occugriand of its occurrence
coinciding with the worst possible internal or ertd situation.

The convention of the accounting year is also aitilugp factor in
selecting methods of financing loss. The concemrofccounting year
is very useful for comparative purposes, and foasneing the progress
of an organisation. At the same time, however, moganisations have
either a continuous life, or the expectation ofcatmuous life. The
stronger this expectation, the less relevant resuer a period as short
as one year can become. If, on the other hande ieedtoubt about the
future of the business, a period of a year maydretdo long to be
meaningful.

The embarrassment, which a medium sized loss mageca company
largely, arises because its effects have to be slagainst the results in
a single year. If there were no necessity to adctamthe company’s
results every twelve months, it would be easiereimognise losses of
medium size for what they really are. In the conhte@xhe whole life of
the company, they are insignificant, and capableeniig borne without
jeopardising the continued existence of the orgdias. The importance
of geographical spread or risk is reasonably wetlarstood as a factor
in deciding how potential losses are best financdte principle of
chronological spread, however, is equally valid] #na device can be
found to spread a loss over several years of aanggtion’s existence it
may be possible to treat it as being of a lesdative severity.

4.0 CONCLUSION

In conclusion, there must be a firm management ciomenmt to the
positive control of losses, and this commitment imios effectively
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communicated, preferably by means of a definiteicgoktatement,
which is not a mere form of words, but which isbasis for action and
example. The control of losses, while coordinatoegtrally, must be
made a clear part of all duties, for each manafyewhatever level in
the organisation a manager may be made accounfabldosses
occurring within his sphere of authority.

5.0 SUMMARY

In the course of this study the following areasevenvered: the dangers
of specification; loss control and risk managemeplhysical aspect of
loss; psychological aspect of loss; available resesifor loss control,
commitment, awareness and measurement, and finadigrding and
monitoring.

6.0 TUTOR-MARKED ASSIGNMENT
Discuss loss control and risk management?

1.
2. State and discuss the available resources to nsk lass
managers in organisations.
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1.0 INTRODUCTION

Contingency planning forms an important part okloentrol. Yet if one
interprets it more widely, one could say that theole of Security and
Loss Prevention Management is an exercise in ogeticy planning.
One must first identify the contingencies which arecessary for
planning, and then decide on the appropriate aciiome taken to
prevent them from occurring or, if this is not pbss minimise their
adverse effects.

To ask, “What happens if ...?” must provoke furtheestion: “What
can be done about it? Clearly, prevention is bettem cure but
contingency planning (in the more restricted sersegcognition of the
facts that some things cannot be prevented, artdetren where they
can, the preventive measures adopted may fail wioolin part.

It is unwise, however, to lose sight of the congéingy planning aspects
of all the stages of risk management. Planning wiiegins with the
emergency-fire, flood, escape of toxic materiaksnidl of access, the
need to recall a batch of faulty products or whatesise and ignore
what has happens in the company before that paftitngcts the risk of
the company being insufficiently related to indivad needs. It may be
an excellent plan in general terms, but it may lomad the methods
adopted in controlling loss and this may influertbe nature of the
emergency and in some circumstances even increaseverity.
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The decision to install sprinklers, for examplellwitroduce a risk of
water damage as a side effect of reducing the afskre. Thus the
contingency plan for fire must take account of pwssible need to
dispose of quantities of water-damaged stock oved above that
affected by the fire brigade’s hoses. But the eca@ncy plan must also
recognise that dependence upon an automatic systeynmake the
disaster worse, if it falls, than it would have bdfethe system had never
been installed. Perhaps before the sprinklers westalled there was a
periodic patrol of the buildings at night to chebkt all was well. If the
possibility of fire was the main reason for therphtit will probably
have been discontinued when the sprinklers wetedfitObviously, the
sprinklers are a much better protection, but if fire started when the
sprinkler system was, for some reason, out of casiom, the absence
of the relatively inefficient older system could keathe difference
between a minor and a catastrophic loss. Any cgatiny plan must
therefore be flexible enough, or contain sufficiesptions, to be
effective when the loss prevention systems installe no work as well
as when they do.

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. classify phases of loss

. discuss types of plan such as loss prevention,ganey plan and
recovery plan

. identify various aims of each of the phases

. analyse common feature of emergency and recovary pl

3.0 MAIN CONTENT

3.1 Phases of Contingency Planning

Contingency planning must therefore be adequat®ver three phases
of activity. These are shown in fig 8.1. The fio$tthese phases will be
the subject of more detailed treatment in the arapivhich follow, and
we shall therefore concentrate here on emergendyeovery plans. It
is most unlikely that these will be totally separabecause one will
naturally merge into the other, and much that isedat the time of the
loss will be as much concerned with long-term recgvas with
immediate remedies. It is, however, convenieniken@ne individually.
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Phase Type of plan Aims

Pre-loss Loss prevention To prevent occurrencess |

Loss and Emergency plan| To minimise duration and extent

immediate post; of loss.

loss period To maximise safety of person
and salvage.

Post-loss Recovery plan To minimise interruption | to
normal activities.

Fig 8.1 Phases of Contingency Planning
3.1.1 Emergency Plan

Action at the time of an emergency must be swéttain and effective.
Some improvisation may very well be necessary tetntige particular
circumstances of the emergency, but the main lofeaction can be
determined in advance, and to have a plan ofrmactéiady to be put into
effect at a moment’s notice will save the most &hle of commodities
when disaster strikes-time. Once the emergencyégsn, it is too late
to begin the necessary pre-planning and training.

The need, in an emergency, is that as many peapjeossible should
know what action to take, when to take it, and,afiggumportant, when
to stop. As a very simple example, all staff shakddw which type of
portable fire extinguisher to use on which kindic#, should know how
to operate an extinguisher, if possible having focad with one, and
should know at what stage first aid fire extingungmts of this kind
should cease and the premises be completely eeatuat

Everyone should know where to go. Recognised rampreentres
enable checks to be made that all are accountedcamar also make it
easier for staff to be deployed to help in lossithtion efforts.

Reporting centres should be selected not only fdmiaistrative

convenience against a background of normal acthuityalso with some
imagination about what an emergency situation wdodd like. The

routes people are required to take should not oumter to their natural
inclinations in a crisis. Research carried out rattee Flixborough

explosion into the routes taken by survivors resedhe extent to which
they followed their instinctive desire to head ¥eater, and made for the
river bordering the site rather than follow thedlailown reporting

instruction-fortunately for them, as it happenethcs the official

reporting centre was totally destroyed in the blast

People should know what assistance to call andtoowall it. This will

cover the whole range of internal assistance, fralarting the
company’s own security services or works fire badigao summoning
the public emergency services.
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Most important, staff must be able to recognise dgesed signals for
action. People debating whether or not an incigeserious enough for
action laid down in an emergency plan to be tak®mlose much time.
At the extreme, an excellent emergency plan migiven be put into
effect because the decision to activate it wasygel@oo long. The exact
nature of the action in the emergency plan will, ajdurse, vary

according to the nature of the emergency, and ® pharticular

vulnerabilities of the individual company, but itagn include such
matters as follows:

. safety of life

. planned evacuation of the premises and possibbyhars nearby;

. fire extinguishments

. minimising water damage-by placing sandbags, cogeri
machinery with sheets and pumping or other removaxcess
water

. restoration of security

. fast, safe plant shut-down

. initiating product recalls

Priorities for action will often depend upon thede in which the
company operates, but common to all emergency plalhde a need
for co-operative effort.

Clearly, specialists will play a big role in foresgg what action will be
necessary, in planning it and in controlling ithie plan has to be put
into effect. Those whose job is concerned with tirevention of
accidents or losses, such as safety officers,pfieention officers and
guality controllers, will be closely involved, bsi, too, will staff whose
expertise is less obviously relevant. Engineemsydas, marketing and
public relations staff may have very important sol® play in the
operation of an emergency plan. Co-ordination btrese efforts may
present a problem unless the company actively ipesct risk
management, in which case the risk manager, whoapiy already will
be co-coordinating the efforts of these and othemivers of staff in the
identification and reduction of risk, might well b& suitable co-
coordinator of the plan.

No one seriously disputes the advantage of thengaan emergency
plan, but many companies find it hard to investribeessary money and
time in drawing one up. Major hazards legislatiomwnrequires the

preparation of such a plan where hazardous mateasd stored in

guantity. The arguments for planning to meet desast other industries

and from other sources are no less strong.
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3.1.2 Recovery Planning

Stopping the loss as quickly as possible at thermim possible cost is
only part of the contribution of contingency plamgi Any emergency
introduces an abnormal situation which interrupes mormal flow of a
company’s business, and there will therefore beeror a further plan
to help the company get back to its normal levetrading as quickly as
possible.

In considering a recovery plan, one inevitably nwow&o the field of
speculative risk and top management decisions. tusssuch as the
extended nature of competition in the market, #ative contributions
of particular products, the effect of seasonal dectand fashion on
demand for products, and the possibility of subsitproducts and
alternative formulations may all have to be con®de There can,
however, be an important contribution from the pusk side in the
form of the interruption report prepared to asthst underwriter of the
company’s consequential loss (business interruptiosurance. This
will have highlighted many of the potential probkerthe company
might face in getting back to normal after an iniption, and although
its horizons will be bounded by its concentrationiterruption caused
by the perils being insured against, it can foroseful starting point for
a recovery plan.

The problem which have to be overcome may be ofymamds, but

those most likely to be faced will be the adverffeats upon one’s
market share or standing if goods cannot be suppdied unavailability
of the various elements necessary for productibthdre is difficult in

having materials, plant, premises, labour or trartspvailable when the
company is ready to use it, the period of intenrptvill be prolonged,
and the more specialised any of them need to behi®rcompany’s
purposes, the greater the potential disruption beay

Surrounding such problems may call for ingenuityf Bn ingenious
way of obtaining and using alternative material8 e ineffective if ti
is found that the substitute materials cannot becessed on the
alternative replacement plant which a separateniogs solution has
provided.

Co-operation between the various departments coadein returning
the company to normal is therefore essential. Igeal recovery plan
should be devised at a conference attended byeplartiment heads,
where each major threat can be considered and hp@ssolutions
discussed together. In this way, some at leagtiepost-loss difficulties
can be foreseen and methods of surrounding thecnstied. There may
be other benefits, since considering hypothetiatrruptions may raise
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the question of whether the normal way of doingdhiis in fact the
best. One of the by-products of such a conferenag thus be some
suggestions for ways in which the company’s efficie could be
improved in normal circumstances.

Such an approach to setting up a recovery plansty; and there may
be a temptation to think of it as something to lmned once only.
Nothing stands still, however, least of all riskdaso periodic updating
of the plan will be essential.

3.2 Common Features of Emergency and Recovery P&n

Although the purposes of the two types of plandifierent, their three
basic constituents are the same information, respiities and
practice.

3.2.1 Information

Information is at the heart of both kinds of plavithout the necessary
information, action in an emergency will be undisgtand takes on the
basis of intuition or guesswork rather than knowked Lack of
information in the post-loss phase will impose &ddal delays while it
is obtained and verified. An essential part of fienning programme
will therefore be to decide what information wik mnecessary and useful
both during and after the emergency to obtain dmtk it and to record
it in a form which will be accessible when it iseded.

Much of the information will relate to the compasyiormal way of
doing business and will be readily available, s of it would only
be needed in an emergency and must be obtainedakpedt is
obviously easier to do that in advance at one®ulel than to attempt to
put the information together in the disorganisediremment of the
emergency.

Typically, it will be necessary to record namesdragses, telephone
numbers and names of contacts for all the orgaorsatvhich may be
of help at the time of the emergency or afterwadds.addition to
emergency services, the list may include the falhgs.

a. Suppliers of all kinds of temporary and pernmhmeaterials and
labour that may be needed,;

Estate agents specialising in the appropriggestyf property;
Machinery suppliers and hires;

Usual and alternative suppliers of raw materials

Salvage and waste disposal firms;

Construction and repair firms
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Compiling the list presupposes some thought afheopbssible nature
and extent of the emergency and its consequentupt&on, so that he
more completes the planning exercise, the fuller mwore relevant the
information will be.

Once compiled, the information must be kept updtedand it must be
safeguarded so that it is available instantly wites needed. A single
copy locked in the compiler’'s desk will not do;niiust be distributed
widely to all those who may have to use it, arghibuld preferably be in
a form which makes it easy to consult, but difficid file away and
forget.

3.2.2 Responsibilities

Responsibilities for initiating and supervising leatage of he planned
action must be spelled out in the plan. This ispalit of ensuring that
everyone knows what to do when the time comes. €lls@ould be
sufficient delegation of duties to ensure that @emanagement are not
burdened with unnecessary responsibilities at a twihen they are
bound to be under severe pressure, and are havidgal with all the
unexpected aspects of an emergency which no ptamever full, can
cater for.

It is also important to ensure that alternatives @aominated for each
responsibility, in order that the plan is not hirete by the fact that the
officers responsible for one particular aspecttakion holiday, on a
course, sick, out of the country, visiting anots#e or absent for any
other reason at the time of the emergency, or é&vanhe is one of its
victims. The plan must designate clearly the pessamo have the
authority to put it into effect. No company wants det a full-scale
emergency plan in action every time there is a ifirea waste-paper
basket, but equally, it wants to be certain thatglan will operate when
circumstances warrant it. The person who is to thkeadecision, and his
deputies who are authorised to take it in his atxsemust be identified
in the plan, and their identities must be knowrallothose responsible
for particular aspects of the plan.

3.2.3 Practice

Practice is the third important feature. Only bstiteg parts of the plan
in simulated emergencies can weaknesses in itdidied before it has
to be put into effect in earnest. Like Security domss Prevention
Management itself, perfecting a plan can be reptedge as a
management decision-making loop. The first stagéoisdentify the

problem. Next a plan to counter the problem is sle¥j recorded and
communicated to all those who have a part to piay. the next stage is
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to test it, to monitor the test results and améwedpian in the light of the
lessons learned.

It will never be easy to arrange a full-scale rebalafor disaster, except
in particularly hazardous industries, where localeegency services
may themselves wish to organise a training exersiseulating a
disaster at the plant, but if such an exerciseb@astaged, much can be
learned about the company itself and its orgamisats well as about
the contingency plan and its shortcomings.

Where full-scale practices are not possible, ong stifl be able to test
parts of the plan. Even a simple fire drill is agimming. It may be

possible to graft on to that simple evacuation @ger some special
features, which will test some other aspects ofplhe at the same time.
Undoubtedly, the more that can be practiced théehegspecially if

doing so helps to increasing the general awarepésssk and the

realisation that something can be done about d, that it is part of

everyone’s job to help in doing it. That, of coyrsethe main message
of Security and Loss Prevention Management in ahalit

4.0 CONCLUSION

In conclusion, Co-operation between the variousadepents concerned
in returning the company to normal is thereforeemsal. Ideally, a
recovery plan should be devised at a conferencenddt by all

departmental heads, where each major threat cacobsidered and
possible solutions discussed together.

5.0 SUMMARY
In summary the following areas were discussed: gghas loss; types of
plan such as loss prevention, emergency plan axayeey plan; various

arms of each phase; common feature of emergenckeandery plan.
6.0 TUTOR-MARKED ASSIGNMENT

Discuss emergency plan and recovery plan.
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1.0 INTRODUCTION

The first main feature of the organisation we wdbbnsider is its

property. As always in risk management, the fisstemtial is to identify

exactly what is at risk and what threat it facespther words, one must
apply in detail the consideration of the variousnponents of risk-

resources, threats, modifying factors and consempsenwhich were

discussed earlier.

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. mention types of property
. analyse types of threats

. use cross checking

. discuss types of protection.

3.0 MAIN CONTENT

3.1 Types of Property

The types of resources that are included undegémeral heading of
“property” are varied and each a potential subjea different range of
threat. In broad terms, we can classify propertgeunthe following

headings:
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a. fixed property e.g. land, buildings, servicestufes and fittings,
plant and fixed equipment

b. moveable property e.g. portable equipment, kstoeehicles,

document;

money and its equivalents

non-tangible forms of property e.g. rights andow-how

commercial secrets

o o

3.2 Types of Threat

Next we must consider the different threats to prop The first
division that suggests itself is between naturallp@nd those, which
are man-made. But as soon as one lists the elemémtats-
earthquakes, volcanic perils, wind, water, fire axgblosion- one can
see that, although nature may supply the forcectimsequences can be
substantially modified human actions. Constructiosifting and
protections may increase or decrease the importahdbese natural
forces as perils and some, especially fire andhiwed of man may,
deliberately bring about explosion.

It is probably more appropriate, therefore, todallthis line of thought
and to classify threats by two main divisions- #exidental and the
deliberate-while recognising that the same actmed may appear in
both sections, according to whether it is direddydman or not. The
categorisation will therefore look like this:

ACCIDENTAL DELIBERATE

Earthquake Damage, destruction, removal

Volcanic eruption Deprivation of use

Windstorm By human force or action

Natural water perils By deliberate use of natumaktés e.g
arson

Natural and accidental fire By dishonesty

Lighting

Accidental explosion

As a cross-check, one can then analyse the “delidserthreats
according to the possible motives involved. Theskinclude:

gain e.g. theft, fraud

political or social reasons e.g. war, sabotageons of strikers
revenge or dissatisfaction e.g. malicious damarg®n
destructive urges e.g. vandalism

oo oW

The distinction between accidental and deliberdateats is an important
one in considering the protection of property. Tikibecause the type of
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preventive measures necessary will not be the daiime need is merely
to protect against an undirected force, as if theedt includes the
possibility of the protective devices or systemsn@peoutwitted or
rendered ineffective either before or during theusence that produces
the loss.

This highlights the importance of not relying onypital protective
measures only, if there is a possibility of a “dehate” aspect to the
threat. Such precautions must be backed up by mafgonal systems to
ensure that they will continue to operate when they needed. At the
same time it must be recognised that it is possiilen the necessary
time and opportunity, for men to find a way to dggf@any man-made
system.

3.3 Cross-Checking

The next stage is to check each item of properginast) the list of

threats to identify vulnerabilities, which call f@rotection. Not only

will the major threats be different for differentpes of property, but
they will also be different for the same kinds a@bperty in different

industries. Land, for example, will be thought nfmost companies as
being more unlikely to suffer any continuing damagdoss from the

perils we have listed. Whatever happens, it islyike retain its value.

With agriculture or the extractive industries, hoee land may

essentially be the business itself, so that eftorfgrotect it become vital
and may merit the spending of large sums of money.

Building and services are more likely to be affddig perils which will

destroy or damage them, but as soon as one comsitleer kinds of
fixed and moveable property the risk of dishonestyst also be taken
into account. As one moves on to money and nondtengroperty,

dishonesty in one form or another becomes the magk to be

protected against.

3.4 Types of Protection

Once this analysis had been made, it is possibiietermine the method
of protection that is most appropriate for eacimii@ property. It must
be accepted that it will never be possible to achiperfect protection
for every piece of property-economic consideratiomsst always be
borne in mind-and there will inevitably be casesewmh the ideal
protection for one item of property may reduce retection for

another associated with it or even create new risksit, as, for

example, when a sprinkler system which will redtlee risk of damage
by fire to a building and most of its contents nrayoduce an additional
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major hazard for one small part of the contentsctvhs abnormally
susceptible to water damage, or even to changasnmdity.

There are three main methods of property protec¢tdse considered:

a. reduction of vulnerability
b. physical protection systems
C. organisational system

And in most cases it will be found that a combioatiof the three
methods is necessary.

3.4.1 Reduction of Vulnerability

The range of hazards we have been discussingrgedya@xternal to the
company and once a decision has been taken thatrcproperty shall

be located in a particular place, the opportunities avoiding the

hazards entirely are greatly reduced. Neverthetassusually possible,
provided one has correctly identified the vulneliabs, to reduce them.
Features of construction are likely to play a bagtpn this approach to
property protection.

Appropriate fire separation can be provided witrand between

buildings, while a construction appropriate to Weather extremes that
may be expected will avoid having flat roofs if thas a possibility of

them collapsing under a weight of snow, for exampteavoid storing,

say, finished steel products at a point on a shere the contours will

ensure that they are in the path of surface watbere is a cloud-burst.
In reducing vulnerability to natural perils in thigy, it is always wise

to plan for conditions worse than those ever resdidcally. Systematic
weather recording has only been going on for a weisf period of the

earth’s history and climatic variations may alwdngs greater than one
expects.

There may have been changes, which render theierperof the past
unreliable as a guide to the future. Extensive hkgrmeent may, for
example, have taken place, so that areas of opdrave been surfaced
and built on. With less open ground to absorb ediinit may not need
anything like the worst recorded storm locally toguce a flood.

This approach to protection is, of course, nottiahito natural perils.

Good housekeeping will reduce property losses lokiats within the
company’s premises, while proper attention to nesanhce, packaging
and methods of storage will often show that evenesdamage to plant,
products and other materials, which is acceptedestable, can in fact
be reduced.
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3.4.2 Physical Protection System

Whereas the aim in reducing vulnerability has gelherbeen to
minimise the likelihood of the risk occurring and thus mainly
concerned with the pre-loss phase, physical priotecsystem are
designed to reduce the effect of the loss as 1ti@cc

Into this category come such devices as sprinklersplosion
suppression devices, intruder alarms and secuetycds of all kinds.
Many of these will be designed to work automaticalhd it is essential
to develop means of testing that they will be dffec Attention must be
paid to periods when they may be out of servicadpair, maintenance
through the interruption of public services on whithey depend, so
that, whenever possible, some alternative safegesantiroduced then.
Above all, it must be remembered that such devaresthemselves a
form of property which need to be protected, bathint “’accidental”
and “deliberate” perils. The more vital the progetthey protect, the
more important it becomes that they should theneselve properly
protected.

3.4.3 Organisational System

Physical protection must be backed up by orgamisatli system, not
only to monitor and ensure their effectiveness, ddab to supplement
them by preparing those concerned for the possilafiloss or damage,
so that when it occurs as little time as possiblspent in stopping it.
Since it is important that everyone should know tad@ion should be
taken in the event of any kind of foreseeable l@sergency plans,
which were discussed in the last chapter, can ta ta effective loss

control. It is also desirable that there shouldalregular system of loss
and incident reporting to provide information onigfhfuture action to

control losses or necessary modifications to exgstsystem may be
based.

The essential here is to create a system whichlenale to count the
number of occurrences of a particular type (incigdi wherever

possible, the “near misses”, where the necessamyrostances for a loss
came into being, but where, as it happened, no gamas caused), to
measure their severity, to classify them both asaiesse and effect and
to use this information to audit the effectivenass the property

protection programme. Organisational systems asansof property
protection are accepted as normal practice in teumting field, and a
company should be prepared to extend the concephtaudit of its

systems for preventing loss by causes other trehrodesty.
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4.0 CONCLUSION

In conclusion, the regular provision of informatiand the analysis of
that information for the light shed upon the comparsuccesses and
failures in protecting its property in all its vadi forms can be a most
useful tool in improving its loss control. It wilgf course, be evident
that such a system can also provide some valuaiftemation for
decisions about the appropriate method of finanaip@rticular risk.

5.0 SUMMARY

In the course of this study this unit focuses om fibllowing: types of
property; types of threats; cross checking andsygerotection.

6.0 TUTOR-MARKED ASSIGNMENT
Discuss various types of protection to security ksd.
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1.0 INTRODUCTION

The survival of any commercial organisation depamasn a continuing
stream of earnings, and the creation and maintenahthat stream of
earnings is a fundamental activity in any businéd$en potential

threats to the organisation are being considemdetier, it is very easy
for attention to be paid to the trends of materimiss or damage,
particularly if a possible catastrophe is conceyraad for too little

thought to be given to the ways in which the flofvearnings may be
interrupted. This is particularly dangerous, siaceomparatively small
amount of damage may lead to a serious interruptic@arnings, and in
some circumstances earnings may be lost with @detimaterial loss at
all.

If, for example, it is suggested that something ih&oxic or may cause
cancer is present in one of the company products,tbere are similar
suspicions about the products of other firms indhme industry, it may
be necessary to stop production, to withdraw arrrefilate the product,
even though the suspicions may later be found tenbeunded.

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. explain importance of protection

. identify earning sources

. classify various threat such as threats to peoppmrts etc
. evaluate methods of earning protection.
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3.0 MAIN CONTENT

3.1 Importance of Protection

Protection of future earnings becomes even mor@itapt because risk
financing can be of only temporary help in thisaypf loss. The lost
earnings may be replaced by insurance for a limgedod, but there
must always come a day when no further insurancefligs payable.
When that happens, there may still be a loss ofiegs to be faced.

Reliance on insurance as a method of financingmgsross can also be
unwise where presence in the market is of crucrglortance to the
company. The indemnity period under an insuranckcyanay be
measured in years, but what consolation is thaa wompany which
would suffer an irreparable loss of earnings ifpteduct disappeared
from the market for a matter of months only? Custsmimight be lost to
competitors offering similar products, or an altive technology may
be adopted by leading users as a consequence pttluel of absence
from the market, which may mean that the marketeésrievably lost.

The emphasis must therefore be on protection toinmse the
probability of the loss occurring, and on drawing aontingency plans
to ensure that if there should be an occurrenceltwthireatens a serious
loss of earnings, a programme of necessary measunegnimise the
loss and to safeguard the company’s market preseaakl be ready to
put into action at once. In talking of earningscofirse, we do not refer
to profit alone, for a stoppage may cause thedbssore than just profit
- a lack of turnover may prevent overheads beiogwered in full.

Since appearing Security and Loss Prevention Manage to the
problem of threats to continued earnings is veryclma matter of
deciding on and implementing the best possible $owh protection
against loss, it will be of particular importandet the vital flows of
earnings and the potential threats to them arectyridentified.

3.2 Identifying Earnings Sources

Identification of the main sources of earnings stiawt be difficult, but
care will be necessary to identify any points ie Bupply, production
and distribution chain where the flow of earningslependent upon the
uninterrupted function of a particular operationisbhis inadequately
protected. Flow charts can be particularly helpfulidentifying such
points. Protection in this case may either be m&sior consist of
alternative methods of carrying out the operatiaigch are either in
existence or which can be called on at short natiequired. The range
of possible measures is endless, for it will varihwihe type of business
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and the way in which earnings can be interruptguainglers, stand-by
plant or power sources, buffer stocks, provisioaahngements with
alternative suppliers, or alternative product folations, may each be
the answer to a specific problem of safeguardingicaing earnings.

3.3 Identifying Threats to Earnings

Identification of potential threats to earnings acm wider view that is
the case with the identification of threats to mdp. It includes, of
course, consideration of many of those threatsopgrty, for earnings
may well be dependent upon the continuing existefoertain property
and the measures outlined in chapter 11 for théeption of property
will also take care of the potential loss of eagsin

Threats to earning capacity must also be identdied they may well be
less obvious than major threats to property. They well involve
property but there may be no obvious relationshgtwken the
importance of a piece of property as property asdmportance to the
flow of earnings. A machine or building may be ofvl value and
possibly overlooked when property threats are bewmgsidered. At the
same time, its importance for the earnings of theirness may be
enormous.

3.4 Threats to People

The key threat may not be to a machine or a bgldout to a person.
There is a tendency for most specialists not tostrat to others, or to
commit to any form of record, knowledge about thestivity, which

may be vital to its continuance. This is particiylaso where the
knowledge consists of how to cope with abnormaliations. The
possibility of an interruption in earnings if theaowledge is not there
may easily be overlooked. One meets companies, evhosly

contingency plan is to rely on the ingenuity, orgarg skill and

contacts of one prominent individual in the compartyis is particularly
the case with some small but successful companigshwhave been
built up through the entrepreneurial talents andedof one man. The
possibility that he may be among the victims of ittedent, which calls
for his special knowledge and skill, is not consadke

3.5 Threat to Reports

Wherever possible, therefore, knowledge must berded, but this can
itself present problems. To be dependent on recordans that the
records must themselves be protected or duplicalselvhere. While
this may be an excellent protection against thrediish are accidental
in origin, it may easily increase threats which detiberately brought
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about; the more information which is available ah& more it is
duplicated, the greater is the chance that wronggel may be made of
it.

This is particularly the case if computers are uasdhe record store.
Not only does dependence upon computers tend tceotrate the risk
of interruption through lack of access to recordt this dependence
may often be accentuated because of the needytomed small number
of computer-trained individual to provide the limeeded to record,
amend or obtain information. Computer staff mayrikelves be among
the specialists we have mentioned earlier who acéned to keep to
themselves knowledge which may be vital to the iooled earnings of
the organisation.

3.6 External Threats

Threats to earnings are not confined to areas nitté company’s direct
control. The continued willingness of customers parchase the
company’s products and the continuation of vitapdies to the

company is as important to the preservation ofiegsnas anything that
happens on the company’s own premises.

Loss, damage or interruption of business suffergd lzustomer may
prevent him purchasing the company’s products snusual quantities
or at all, and if a significant proportion of a cpamy’s earnings depends
upon those sales, the effects of the incident neagnbre serious for the
company than for the customer to whom it happereidilarly,
misfortune may strike at suppliers, and again t@many deprived of
these supplies may feel the effect of the loss mesbusly. Supplies
can be of many kinds - raw materials, equipmentmpmnents;
consumable stores can all be essential for theirzmd flow of
earnings. Nor must one overlook power and wateplgeg in some
industries, waste disposal services.

Types of Threat

A wide range of possible threats has been discussednnection with
the protection of property and all these threatstrnalso be regarded as
potential causes of loss of earnings. One mustghiewy also consider a
range of threats to earnings, which would not nemdy involve
property loss or damage. It is important here motconfine one’s
consideration to threats, which are insurable. ggp for any reason
could mean a loss of earnings, and the effect wbalthe same whether
the stoppages were from a cause which might beidenesl an
“insurable” risk or from one in the field of whas iconventionally
considered “commercial risk”.
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Interruption of supplies, processes or deliveriestbe foreseen as far
as possible. Causes such as strikes, occupatiorpr&ises by
employees, boycott of products and even precautjoagacuation if
one’s own or neighbouring premises store or sugcpéarly hazardous
materials should all be included in the study.

Method of Protection

Only by meticulous analysis of the range of potdnthreats can
adequate protection of earnings be devised. Thiegron designed to
prevent property loss will minimise earnings logsyvided, of course,
that they do not themselves introduce new systemswhich the

continuance of the business is dependent, andrirosluce new threats
to earnings. Modification of methods of operation eliminate

vulnerabilities wherever possible and realistic toayency planning to
minimise the effects of those threats which carb®tremoved in this
way will be the form that most effective earningstpction will take.

Current Trends

The vulnerability of earnings becomes greater adanotrends alter the
way business is carried on. The tendency towardsreased
concentration, for example, poses a growing thrematearnings.
Production has increasingly become concentratsthgie plants, which
may in the extreme case become the sole produstiorce for a whole
country, or even a whole continent. The vulnerghilnot only of the
producing company, but of its customers, and perhayen of their
customers, can only be vastly increased in thesmirostances. The
economies of scale can only be purchased at theenegp of a
corresponding increase in risk, which ought to twesadered when, say,
a single large distribution warehouse is built éplace a number of
smaller, scattered ones. The vulnerability factorthe cost-benefit
calculation may too often be overlooked.

There is also a tendency for the profitability gblant to depend upon a
very high volume of output, which increases theneuhbility of the
earnings from that plant, not by introducing neved#ts, but by reducing
the margin before the operation of a threat proslune adverse result.
As machinery and processes, too, become more $ipediaso the
possibilities of finding alternatives in the eveot interruption are
serious diminished.

At the same time that production is becoming cotraeged, the power to
interrupt production appears to becoming more widdisseminated.
Deliberately caused losses comprise an increasoypption of the total
number posses; action for political ends and irpeupof social aims is
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being more accurately directed at vulnerable pamthe industrial and
commercial world. At the same time, nations, whigck sole or major
supplies of important raw materials, are discowgerand using their
power over user nations.

4.0 CONCLUSION

In conclusion, it is against this background thHedative protections

against loss of earnings must be evolved. The thoeearnings may be
much more varied and more difficult to identify aodunter than the
threats to property, but their potential to bringgidisaster upon the
company is likely to be greater. They cannot treeebe ignored and a
programme of Security and Loss Prevention Managémhan does not

make the best attempt possible at addressing shteaearnings can
never be anything close to complete.

5.0 SUMMARY
This unit focused on the following: importance abfection; earning

sources; various threat such as threats to pemperts etc and finally
methods of earning protection.

6.0 TUTOR-MARKED ASSIGNMENT
List and discuss method of earning protection.
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1.0 INTRODUCTION

The more complex a business becomes, the morepénds upon its
records. What it is making, or plans to make, whatvices it is
supplying, exactly how the work is done, who it@iers and its
existing and prospective customers are, who owe®mitey and what it
owns-all these pieces information and more are ssscg for the
continuance of the business and have to be reco8iesh records must
necessarily be available for day-to-day referermd, unless they are
adequately duplicated or protected, the companlrail the risk, if a
disaster strikes, of losing not only its physicasets, but also the
records, which would provide its only means of restaucting the
business.

Some companies recognise this fully even, like sofmée largest US-
based international companies, going to the lengtistoring away the
records necessary to prove their corporate title vaults deep
underground where they will be safe even in thenewd nuclear
disaster. All too often, however, vital informatios not adequately
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recorded, or, if it is, is insufficiently protecteabt just against fortuitous
loss, but against the ever-increasing threat ahioal abstraction or
misuse. This latter will be more fully covered imapter 15, and we will
here confine our consideration to accidental l@sthout, at this stage,
discussing the situation where protections arebdrditely avoided or
rendered inoperative.

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. identify vital records

. classify problems of record loss

. describe how to deal with specific risks
. examine personal factor.

3.0 MAIN CONTENT

3.1 Identifying Vital Records

The identification of records, which are eitheruadlle to a business, or
vital to the continuance of its operations, is skfavhich is probably
given insufficient attention in most companiesisitessentially a task
which calls for a central overview, for every ddpsnt in a company
will have its own ideas as to which records aralvithe tendency will
be for each department to identify those recordshvanable it to work
easily, or in the way it does it at present, rathan those which enable
it to function at all. Furthermore, the total ofital” documents
identified by a department-by-department enquirlf aimost certainly
be far greater than can economically be protected.

A clear, central view of which operations must aome if the company
Is to survive and which records are vital to tlentinuance is essential
in the identification stage. A check list is oftased, which covers the
obvious items such as debtor records and sharnéicaes for example.
But there are dangers in relying on a check listvinas not been draw
up with the company itself specifically in mind. &y company will
have a different list of records on which its usimtipted operations
depend, on which could only be replaced at greptrse if, indeed,
they could be replaced at all. In some companidgss of records can
mean that very many man-hours of work, and the motmat is
represented by that work, have been wasted. Thilsl & the case with
long-term research, for example, or with the dewelent of a
complicated computer programme.
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The key to identifying records is to ask the questvhich we have seen
is basic to all Security and Loss Prevention Managd investigations:
“What happens if ...? Each type of record should hecked to see if
the business could function effectively withoutlitnot, a check should
be made to see whether it is duplicated elsewhgrere there is such
duplication, it is important to distinguish betweesses where this is a
consequence of formal system, and where it happgitance. As well
as considering the records necessary for the ddgyorunning of the
business, it is wise to think of the possibility adrtain records being
necessary in special circumstance. With the dewvedop of products
liability law, quality control records are becomingncreasingly
important as evidence, yet they may well be inadéegy protected even
in companies alive to the threat of records loss.

3.2 Problems of Records Loss

If records are lost or destroyed, it is often veif§icult to know exactly
what has been lost until a problem arises the isoluf which depends
upon using, or referring to, a particular recordalihis then found to be
missing. The problems of records loss are much miffieult to foresee
than those of the loss of other types of propessgl If, for example, a
building burns down, some idea of the extent of pheblem can be
obtained immediately by looking at the damage. Lafscords, on the
other hand, presents an enormous range of possiplécations. The
true extent of the threat may remain indetermindbtea long time. If
production is interrupted by a property loss, thermal activity is
suspended while ways of alleviating the situatiomaecided on and put
into effect. If records are lost, however, admnaBve demands
continue, and there may be no such breathing space.

For a service organisation which is heavily depahdgon its records,
the threat to them may be its major vulnerabilifysuch a company’s
premises suffer a major fire, it can continue tteofts services almost
uninterrupted, except for the delay involved irdfitg somewhere for its
staff to work, provided the records are intactdesiireproof cabinets or
are readily reproducible from elsewhere. Withouttaése pieces of
paper, it may be lost.

3.3 Forms of Protection
It is tempting to see the provision of some fornfid-resistant storage
as the answer to the most probable forms of redosds For some types

of records, fire-resistant cabinets can be extrgmekpensive,
particularly for large quantities of plans.
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Duplication may prove to be a more satisfactoryisoh, although one
must always remember that if the information is foemtial, every

extra copy made reduces security. Microfilming nieeythe answer if
the bulk of records is large, or even regular pbopying, with the
copies distributed consistently over several disperbuildings, so that
even if a whole building is lost, most of the ratorwill still be

available.

Records in use will need to be stored near thesrsidut there is no
need for the duplicates to be anywhere nearby. Whlanning a
dispersal programme, the Flixborough explosion ey a salutary
warning. There, the control room and the officee dbvious places to
store important records, were both destroyed.

3.4 Computerised Records

The importance of duplication of information as eams of protection is
more often appreciated where systems have beenuteniged. But it is
still necessary to ensure that the duplication degaate in each
particular case. Where mainframe computers areilgeswolved in
administration work, the centralisation of informoat means that
records can often be far more easily protected they were in the days
of manual operations. Large amounts of informatiare now
concentrated in small quantities of magnetic tapaiscs.

This, of course, increases the importance to thmpemy of ensuring
that these records are properly backed-up withiclagels which are kept
up-dated and properly protected; but if this is elcend regularly
checked then the records protection problem becamesh smaller.

The duplication system must be a formal one, aljhoeven with

computer records, an informal duplication systemy nexist. One

company, which lost 80 percent of its businessmithrough failure to
protect data processing information, is reputeldawee found that it was
in fact able to reinstate most of them over a gkod several months
from copies of printouts and other documentatiomntbin the homes
and cars of employees. No company would want tm lilee position of

having to rely on such an unreliable and time-camag way of getting

back into business. Protection by proper orgamsais simpler, more
certain, and probably cheaper.

The introduction of personal computers may, howevemtroduce

decentralisation of record keeping to individuapaements. Systems,
which stand-alone and are not linked into a compaetyvork present
the same problems as paper record maintained imgle slepartment.
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Standards of records protection may vary widelyd an will be
necessary to ensure that any records on which ahgpany depends
which are stored in this way are properly safegesrd

The hazard to be countered is not only that of. f€encentration of

records means that, not only is the risk of salmt#gecords increased,
but also that of total loss by such causes as sikploor damage by
aircraft. The latter risk illustrates that it istneecessarily enough to
think in terms of strong room, fire-resistant sggaor even duplication,
if there is insufficient separation between ori¢ggrend duplicates. When
thinking of storage for back-up files, the sepamatshould be measured
in miles rather than yards.

3.5 Records in Process

When records reach their final form, protection barreduced to simple
rules. Information exists, however, and is usediteeft reaches that
final stage. It may be far more difficult to proeichdequate protection
for, say, unprocessed batch of invoices, or thetitade of rough notes
which may be the basis of a major research disgovemay present a
real problem to ensure that such fragmentary regowhose true

importance may be impossible to evaluate accuratetlye time they are
made, are gathered up overnight and protected @ticdted, but

anything that can be done to reduce the risk shbaldlone. Even to
ensure that they are placed in a locked desk draealigprovide at least,

required staff to spend the period between a wgr@itarm and an
evacuation alarm in locking away the papers onrtdessks and in

closing windows.

3.6 Reliance on Records

The greater the complexity of technology and bussnkeecomes, the
greater dependence there will have to be on recérdgmentation of a
business operation into a number of separate btdrdependent
specialist areas makes it impossible for any ooemiof men to be in
possession of all the information necessary forftheetioning of the
business as a whole. Information has to be passed dne part of the
organisation to another, and for efficiency, itdero take as permanent
form. Thus, the information flow takes on a phykit@m and the
company which is dependent upon the passage afmatmon becomes
dependent upon the continued existence and avdaiad the physical
records which embody the information.
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4.0 CONCLUSION

In conclusion, records are kind of property whichll dor special

protection because they are much more likely tarteplaceable than
other kinds, and because they may be the key tadieg other property
which has been damaged or lost quickly, more atelyraor more

economically. Records embody the history of a camgand chart what
it is doing at present, but if they are lost, tbenpany may find that with
them it has lost its future.

5.0 SUMMARY

In summary, this unit focused on the followinggal/records; problem
of record loss; dealing with specific risks; apdrsonal factor

6.0 TUTOR-MARKED ASSIGNMENT

1. Discuss problems of record loss.
2. Explain form of protection of vital records.
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1.0 INTRODUCTION

Protection against fortuitous risks may requireusohs of great

technical and organisational ingenuity. One cateast feel confident,

however, that once the problem has been solvedaasditable and

effective system set up then, as long as the sysdmpt in working

order, it will continue to fulfil its function, bewise the loss-producing
force it is designed to counter will remain the sam

When it comes to protection against deliberate, aatsvever, this

assumption can no longer be made, because theieéféorce in this

case is man-directed and can therefore be modibedvercome the
protective system. Indeed, the more elaborate ithiegtions that are set
up, the greater may be the challenge to some pdogiad a way of

overcoming them, so that the very existence ofpiteéections may in

some cases provoke an attack on them. This empkasis need for
constant monitoring of all loss-prevention systdut, where they are
designed to counter the threat of crime, the mangomust not only

check that the systems are still operating cowyebilit also review the
need for them to be changed.

Crime is a threat which does not only expressfiagltheft. It can also
use a range of effective forces - fire and explodeing of particular
importance to bring about loss or damage. Thready fme used;
manufacturers and retailers may find themselvesdiagith extortion
based on the actual or alleged contamination osgming of goods.
Gain is a common motive for loss brought about fayinal means, but
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it is by no means the only one-revenge, politicalsocial protest, or
mere pleasure in destruction, can all result indpoing significant
losses.

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. describe opportunity crime

. analyse organised crime

. explain how to protect information
. examine security at work

. discuss computer fraud

. evaluate political crime.

3.0 MAIN CONTENT

3.1  Opportunity Crime

We can, however, distinguish two types of crimejolwhwe may call
“opportunity” crime and “organised” crime. Opporityn crime is
generally on a small scale and its existence atehegan be measure of
the effectiveness of the protections employed,esinis relatively easily
deterred. Minor shoplifting, pilferage and actswvaindalism all come
into this category, and a good protective systemsigally a sufficient
defence. It is often thought, however, that thd obgffective protection
is not warranted by the amount of loss sustaineliléAthis economic
trade-off must be borne in mind in setting up airydkof loss control
system, it should not be forgotten that if a certlevel of loss is
considered acceptable, and is built into budgéisn it is certain that
level will be attained every year. In many casesulastantial reduction
in the level of tolerated loss could be achievedréhatively simple
precautions. In Security and Loss Prevention Mamege terms,
however, losses of this kind are generally of mimgportance, because
the main emphasis must always be on those losskihwcould
seriously affect the continued existence of theirmss. One must
nevertheless be conscious of the possibility ofagomoss being caused
by the accumulation of a large number of smalldgss

Opportunity crime may assume major proportions wienmotivating
force is not gain but a desire to destroy. A distjad employee or ex-
employee may start a fire, for example, which rssinl extensive and
possibly catastrophic loss. Protective systems taikst the extensive of
this type of crime into account, and also allow the fact that the
circumstances in which the loss is caused may Ibg different from
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those of normal operations on the premises. Camditmay have been
modified to increase the extent of the damage atwhaatic protections,
such as sprinklers, may have been deliberatelpuof action.

3.2 Organised Crime

A similar pattern can be seen with some forms afanised crime-
explosions caused by political extremists, for anse. In general,
however, organised crime is likely to be carried fou purposes of gain
and is likely to present a more serious risk cdrgroblem, even though
its frequency may be less.

Organised crime can operate on a very large saatk,may be carried
out on lines which make it a criminal counterpafttbe orthodox
business world. It is, moreover, a business witravth rate, which is
far in advance of most legitimate enterprises. Likem, organised
crime will tend to balance the investment in thdegmrise, and the
return, which can be expected from it, againstribks involved. The
organisation may range from one man to a natiorewighspiracy, but
whatever its size, it is likely to be looking fohagh return.

Its attention is likely to be directed chiefly tash and to assets, which
can be easily moved and easily disposed of to @yrawrket. Effective
protection against this kind of loss will begin kva thorough analysis of
the business to identify those things it owns oesusvhich may be
attractive to the criminal. On this analysis wikpend the decisions
about appropriate methods of protection, whethesdhbe systems of
surveillance, physical checks or protective devafesther kinds

3.3 Protecting Information

It is not only tangible items of value that aregtts for organised crime-
information and trade secrets of all kinds areeasingly at risk from

those who know they can get a price for them. A¢& bme information

could be protected very much as if it were cashwbth the increasing
use of EDP (electronic data processing) systemsformation storage
and retrieval, there is less and less chance otrgemmanagement
knowing which are likely to be the most effectivethrods of protection,
and how unauthorised access to data can be prevente

Wherever important information is involved, it iss& to set up a system
of access to that information based on a stricetin® know” principle,
so that access to the whole information is regicto the absolute
minimum number of people, with, in general, onle thart that is
relevant to his needs being available to any omgope
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Refraining from advertising the existence of vitdbrmation is a sound
basic protection. To publicise the dependence efdbmpany on any
particular information flow, directly or by implitian, is to increase the
risk of an organised attempt to obtain it by unaued persons.
Similarly, to give publicity to the location wherehat would be

presumed to be important information is proceseetikely to increase

the chance of a malicious attack on it by perstirdisposed towards
the company. There is usually no need, for examgplibel a computer
facility prominently. The company may be proud tpiut the more it is
highlighted, the more direct the invitation to dayeat.

3.4  Separation of Risk

In countering all forms of criminal loss, the piiple of separation of

risk is as important as it is in control of fortuis loss. Limiting the

amount of valuable items held in any one place initkease the time
that has to be spent by the criminal and the ineni@nce caused to him
in bringing about a significant loss, and this nohytself be a deterrent.
Even if a loss still occurs, the probability oféaching large proportions
will be greatly reduced.

In the same way, spreading information over sevkredtions or in
several unrelated systems will diminish the charmies catastrophic
loss, centralisation is often operationally moréceint and economic,
but it carries with it the penalty of increasednarability, which should
be included in the cost-benefit calculation.

3.5 Security

Security systems are of two types - those whichtrobrpeople, and
those which control objects and it could be arginad the latter are only
necessary to the extent that the former fail. Mwciminal loss is

brought about by, or with the assistance of, pexsamo are legitimately
on the premises, so that security systems mush lvéith the system for
checking the background of new employees, whicht inesappropriate
to the access they will have to key parts of thgaoisation, valuable
materials and vital system. Discreet checking maynecessary on
individual employees, but this must be carriedwnth extreme care, for
the mere knowledge that there is a system for demgnay stir up
disaffection which may itself bring about a loss ieth would not

otherwise have occurred.

Physical system, which restrict to particular areaalarms which warn
of the presence of intruders, organisational systewhich hold

safeguards and systems which check into the wasabpes are carried
out, must be regularly tested for efficiency. lbsld never be forgotten
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that all these systems ultimately depend on peopt® may be more
easily subverted or more fallible than the systesaif

3.6 Computer Fraud

The extensive use of computers has resultechumaber of large-scale
frauds in which misuse of the computer has beemmipnent ingredient,
for the most part, such frauds have not been ndunph but have rather
been the same types of frauds which have long beeauntered with
manual systems. Computers have, however, oftenereddthem less
easily detectable, for there has been a time |lagdsn the adoption of
computerised systems and the adoption to them awfitivnal audit

methods.

The trends towards transferring data without ireermg paper work,
increases the difficulty of an independent checktleé data being
processed. The establishment of computer networky make it

difficult for the non-expert to be certain who Hagitimate access to
information, and impossible for him to detect umaumised access. In
many cases, the imbalance of technical expertiseveem those
responsible for the computer systems and thosesebk to check what
the computer is doing is so great that the exparsl is accepted with
very little question. It is, however, unfortunatellge case that the
intricacy of modern systems acts as a challengesoime types of
computers, meant to see how they can defeat thersy®r turn it to

their own advantage.

On-line systems are vulnerable not only to intemahipulation, which
should be countered by separation of the varioagpater functions and
good control of access, but also to external iaterice. This call for
constant vigilance to ensure that, for exampley anithorised terminals
can gain access to the system. The computer ‘haekeering the
system may bear no ill will to the organisationd drxave no intention of
harming it, but the effects of such unauthoriseyeto the system could
be very serious. Even if nothing has apparentiynliaspered with, the
fact that unauthorised entry is possible may casbts upon the validity
of the information stored. If one unauthorised gmrdetected, one can
only wonder whether there have been others whicke h@mained
undetected. What the hacker can do for the shgeeyraent of defeating
a system designed to exclude him, others may hame tbr gain, or to
cause disruption.

3.7 Political Crime

Political risks add a new dimension to the thrat trime poses. Where
damage is caused for political ends, there isikel be less restraint

90



HCM435 SECURITY AND LOSS PREVENTION MANAGEMENT

about how it is brought about, since the aim wd to cause the
maximum loss, while there is likely to be less cancfor the physical
safety of persons on or around the premises. lergérthe risk of crime
threatens property rather than people, for althaoginy may be caused
incidentally; it is very rarely the intention thétis should be so in
opportunity crime or in organised crime for gainh& the motives are
political, however, the threat to a company maycbecentrated in the
kidnapping of a top executive or in a direct thréatthe lives of

employees by a bomb or of customers by the poigooiirstocks.

Faced with this type of threat, the first essenhalg in loss control is to
be aware of the situation in which the businesgperating. Security and
Loss Prevention Management is as much about thetysaf one’s
factory or home as it is about a new project iaradistant country. Only
if one is aware of the possibility of a politicaligspired or a socially
inspired threat, and is prepared to take it selypusn any proper loss
control be practised. Defensive measures shoulthdielled to protect
the most vulnerable feature of the property and@mpate surveillance
arranged. However, it may well be found that instheases the best
defence will be a properly draw-up and adequatehactsed
contingency plan. If these are ready, even if thatrol devices are
overwhelmed, the loss may still be restricted keval which permits the
survival of the enterprise.

4.0 CONCLUSION

In conclusion, it has been proved that Preventicen&dyement is as
much about the safety of one’s factory or hometds about a new
project in a far distant country. Only if one isae of the possibility of
a politically inspired or a socially inspired thteand is prepared to take
it seriously, can any proper loss control be psacti Defensive
measures should be installed to protect the mdsievable feature of
the property and appropriate surveillance arrandgmvever, it may
well be found that in these cases the best defanitdbe a properly
draw-up and adequately practised contingency plan.

5.0 SUMMARY
In summary, this unit focuses on opportunity crimeganised crime;

protecting information; security at work; compufeaud; and finally
political crime

6.0 TUTOR-MARKED ASSIGNMENT
1. Discuss computer fraud in security and loss meament.
2. What do you understand by political crime?
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1.0 INTRODUCTION

Attitudes towards occupational health and safetytha developed,
industrialised nations have followed the same patté change from a
situation where responsibility for avoiding injuay work rested almost
entirely with the employee, to one where the orsusaw very much
upon the employer to provide safe conditions ofkwor

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. describe pattern of legal and accident prevent®part of loss
control

. analyse safety review and risk management

. use systems for health and safety

. examine risk management.
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3.0 MAIN CONTENT

3.1 The Pattern of Legislation

In the course of this evolution of attitudes, oatigmal safety has been
the subject of an increasing amount of legisla@om has become a
specialisation of its own, with an extensive litara. So well
established has this specialisation become thanhit always seen as an
agent of loss control within the broader framewofkisk management.
Yet that is what it is in and it is unfortunate ttlsafety activities are
often seen as a way of complying with legislatieguirements, rather
than as a part of a wider effort to reduce thectidé risk.

3.2 Accident Prevention as part of Loss Control

The prevention of accidents can, however, be loaked exactly the

same lights as any other risk reduction effors-idiway of protecting the
assets of the company, here represented by the wdlahe skills of

those who work for it, against forces which wilhteto destroy them
and so involve the company in loss. Losses stemifinorg accidents at
work consist of far more than the direct costs med in treating and
compensating the person injured, and the lost values services until
he returns to work or is replaced. An accidentmisrgerruption in work

and time will be lost not only while the injured ployee is treated, but
also in discussing the accident, and latter in stigating the accident,
negotiating compensation and possibly in court apgeces, if litigation

results.

More seriously, an accident may bring to light arsafe system, or
unsafe premises, which may mean that work has subpended, either
because of legislative compulsion or because wesrileit not tolerate
the conditions, until the defect has been rectififdthe accident
involves the release of a pollutant, or if a workentracts a disease
connected with the working environment, pressumenfithose living
near the premises may lead to suspension of opesatvith consequent
loss to the company.

There is thus a strong financial, as well as aadcmnd humanitarian
incentive for a company to devote a substantiallarhof attention to
loss control of this kind, and to go beyond simplying enough to
comply with the law.

The accident ratio studies of Heinrich in 1931 &idl in 1969 have
pointed to the correlation between the numberscoidants of different
degrees of severity. Bird, using a sample of 1.7lioni reported
accidents, found that for every serious accideatethvere ten minor
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injuries, thirty accidents involving property daneagnd six hundred
“near misses”, where neither damage nor injury eased.

This information can be useful in deciding lossteolnpriorities. There

Is an understandable tendency to concentrate &ftquon preventing a
repetition of the last serious accident, irrespectf how improbable it
may be that the exact circumstances, which causedlibe repeated. It
Is surely better to use the much more plentifulderce of probable
threats to health and safety which is to be deriveoh the much more
frequent near misses. Study of that data may suggags in which

major improvements in safety can be made. If, byingcon that

information, the number of near misses can be ediuthat itself can
be expected to reduce the number of more serialideats.

3.3 Safety Reviews and Risk Management

It is not always appreciated that a review of a pgany’'s activities
designed to reduce the possibility of industriadidents and disease can
be a very good starting point for a full SecuritydaLoss Prevention
Management Review. One has only to draw up a ghseddist of the
possible sources of injury to employees to seeithaf to a very large
extent, also a list of some of the main threatshs company itself.
Industrial accidents are not something separate ftioe material or
financial losses that a company may suffer. Acdslewhich involve
damage to property all too often, involve persongiry, or an accident
to an employee may lead to consequent damage,adhdituations may
lead to a loss of earnings for the company. A rédoof any type of
loss will thus reduce the possibility of the otbecurring.

Let us look at some of the features that a healthsafety review would
cover, and it will become apparent how loss andatgrof all kinds are
interlinked.

3.3.1 Fire, Explosion and Hazardous Materials

First, one would review the hazard of fire, whielkes its toll of life as
well as property. The review would consider theeaktand nature of
combustible construction materials and contents pagmises, the
possible sources of ignition, and the devices amubtruction features
which would help or hinder fire-fighting and evatioa of the premises.
With this review one would also consider the pasisfbof explosion,
assessing the materials handle, the processes yadpland the
protective devices installed, and also the gendski presented by
hazardous materials of all kinds, whether theylaminable, corrosive
or toxic. How they are stored, handled and usdtienvarious processes
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would be studied, and also the systems and deuses to prevent the
accumulation of harmful vapours.

3.3.2 Water Perils

Next, one might go on to review the dangers comukwatth the risks of
flood and water damage, to ensure that employeesdwmt be put in
danger by a possible inrush of water from any sau@ne would also
consider the effect of water on the materials tddomd in the premises
to ensure that this would not involve a health ,riaskd check that
electrical equipment is not sited in such a positibat water could
increase the hazard associated with it.

3.3.3 Security

Considerations of security might be thought to béy oelevant to an
investigation into the risks of material damagebtheft of property or
information, but it has important implications fdhe safety of
employees. Attempts to steal cash, valuable itemsformation may
present real risks of injury to those employeesvirose custody they
are, or who are concerned in keeping unauthorisgdops from the
premises. Politically or socially inspired protesttion or attacks on
premises may result in injury to those who workréheA property
organised security system must, therefore, inclpd®sision for safe
guarding people as well as property.

3.3.4 General Safety

The risks we have listed so far all bring with théme possibility of

injury, but they are not the source of most indaktaccidents or

disease. Falls, incorrect lifting, and falls of etis are still the most
common sources of injury at work. That is to sagstraccidents come
about as a result of minor inadequacies in the swapmpany is run.

This is not to say that the failures of the systlat they represent are
unimportant, because many of the major risks tbatdcbring about the

collapse of the company may require no greatertysdéatures in the

way in which a company carries on its day-to-dagitess can be
extremely revealing about its general attitudagk. r

Such review would look at the standard of houselkeghe layout of
the plant, the standard of stair ways, floors, soand scaffolding and
means of access to various parts of the premisesould consider
standards of handling and stacking materials angwawhich internal
transport operates. The availability of protecteguipment and the
extent to which its is enforced would be checkedwauld the general
working environment, to ensure that the premisesaalequately lit and
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ventilated, that the dust and noise levels areeroéssive, that there is
no overcoming, and that there is no risk from galtis or radioactivity.

3.3.5 Mechanical and Electrical Safety

The machinery and plant used would be checked tlrsafety in
operation, and for the effectiveness of guards’icess Maintenance
standards and systems would be examined, and thetéa which spare
pares are stocked or available. This could leatbam consideration of
the whole area of contingency planning, which isngportance to the
complete Security and Loss Prevention Managemesgramme of a
company in enabling it to reduce the period dumigch its operations
could be interrupted.

Electrical safety could also receive attentionemsure that installations
are sound, damaged equipment is not used, thatietd¢equipment of
all kinds is used responsibly, that the necess#@op snd isolation
switches are supplied, and that there is adequatispn for
emergency lighting.

3.4 Systems

Apart from the hazards related to the premises spe&tific items of
equipment, the safety review would also considerliasic safety of the
system employed, which in a wider context can givgood indication
of the whole approach of the management of a copgaystem of all
kinds would be checked, including such things asrript to work”
systems, by which successive stages of a hazaopmration may only
be carried out when authorised by a designatedopgersho is
responsible for checking that specified precautimege been taken, and
laboratory safety codes. Other considerations wdtlide the general
attitude to hygiene throughout the company, théesydor ensuring that
statutory or other regular examinations of itemgplaht are carried out,
emergency alarm and evacuation systems and thensyfsir training
employees, both as newcomers to the company antingously
throughout their service.

Above all, the general system of management comtonild be studied.
This would involve such matters as methods of sugpen of

employees at work, the importance given to andnéiteire of accident
prevention measures, the role of safety committekbthe powers they
have to cause action to be taken. The system oftieg accidents and
near misses and investigating them to minimisecti@nce of recurrence
of an accident of that type would also be lookedt@jether with the
extent which employees at all levels are trainedafety, the efficiency
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of communication in matters of safety and the ganesputation of the
company, both as an employer and as a neighbour.

3.5 A Chance to Introduce Risk Management

This list of subjects to be covered in a safetyiewvis far from being

exhaustive, but it will be clear from the topics sve mentioned that it
will inevitably involve most of the aspects of tey in which the

company operates, and it would require the addiibeomparatively

few other main areas of enquiry for it to beconfaleSecurity and Loss
Prevention Management audit. The need to comply \Wwitalth and

safety legislation can thus be used as a way oddoting Security and
Loss Prevention Management into a company. In nzasegs, fulfilling

the law will involve a review of practices withiheg company and this
can, as we have seen, be extended convenientyty other aspect of
risk.

3.5.1 Widening Views of Safety

The concept of health and safety legislation as etbimmg entirely

internal to a company is in any case breaking dagngeneral social
and environmental concern moves towards seeindatttery not as a
world of its own, but as part of the wider enviragmh in which it is

situated. It is increasingly becoming recognisexd tthat goes on within
the walls of industrial premises may affect thend&d of life, or even
the life itself, of those who live or work nearbyhis trend is

emphasised in such legislation as the Health afetysat Work etc. act
in Britain. The “etc” in the title of the Act is gnificant, not only

because it was the first time the word had beenl usethe title of

legislation, but also because it extends the respiities of the

employer to include some responsibility towards ghelic likely to be

affected by the way his business is carried outaltieand safety
legislation in this case no longer stops at thedofgcgates, and this
widening of the scope of the law should bring wittla trend towards
ending the isolation of risk of injury to employesm the other risk
which threaten a business.

Increasingly, too, the risk of industrial accideatsd disease is moving
in its own right into the class of risks, which gamt a company out of
business. The difficulties of coping with the lossought about by
serious industrial diseases, which take a long tomdevelop, have been
dramatically illustrated by the effects of clainos &isbestosis, notably in
the USA. There, aided by the steady liberation tafusory limitation

periods, the flood of claims has overwhelmed asisegiroducers,
driving some into bankruptcy. Even at a much lessmdtic level,

failure to provide adequate safety can bring anmss to a halt. The
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Health and Safety at Work etc Act contains provisithat prohibition
notices may be issued by inspectors to prevenuasgfe activity being
carried on, or started. We are in the latter stajeke transition from a
time when it was accepted, for example, that farkdgrs would die at
about 30, because they ground dry, while tableecytbrinders who
ground wet might survive until they were 50, to omeere industrial
accidents and disease will be considered genarafigceptable.

4.0 CONCLUSION

In conclusion, the importance of adequate lossrobtu prevent them is
thus unlikely to diminish; rather it will become artreasingly vital part
of a company’s total risk management.

5.0 SUMMARY

In summary, this unit focused on pattern of legald aaccident

prevention as par of loss control; safety review aisk management;
systems for health and safety; and finally risk egement

6.0 TUTOR-MARKED ASSIGNMENT

What do you understand by safety review and riskagament?
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1.0 INTRODUCTION

Environmental pollution has, of course, always beensk, but until
comparatively recently its management was largefy to those least
equipped to do it-those whose health or enjoymead affected by it.
Now it is increasingly becoming a risk to be marthg the person or
organisation that causes it and successful elimimabr satisfactory
limitation of its effects is fast becoming a comatit of carrying on any
activity involving actual or potential pollution.The polluter pays” is
now a generally accepted principle for improving tlenvironment and
this is backed up by increasing severe legislatibea governing
environmental conditions both for the workforce dadthe public as a
whole.

No business concern can, however, rely on simgfifling the letter of

the law to meet all its obligations in the mattdérpwollution. Public

pressure, reflecting the increased, and increasiwaial, public concern
about the environment, tends to move ahead of I&gin. The

management of environmental risk thus involves deeing the likely
trend of public concern, as well as merely commgymith current

legislation. Social Security and Loss PreventionniBtgement of this
kind is not easy to achieve, but intelligent ap@&tion of future trends is
often possible. Action taken to eliminate or redulce risk before it
becomes compulsory can often be easier to pupractice and be more
effective than waiting for legislation and having meet standards
imposed by others.

100



HCM435 SECURITY AND LOSS PREVENTION MANAGEMENT

One of the difficulties of managing the risk of jptilon lies in the
variability of the generally acceptable level ofki Public opinion
particularly in these days of rapid world-wide commitation can
quickly become convinced, either by the activinépressure groups, or
as a response to particular environmental disastemgar-disasters, that
a risk which hitherto has been considered accepthbb crossed the
boundary into unacceptability. Asbestos, oil andlear power are all,
in their different ways, examples of the way in ghindustries have
been called upon to design their methods of operdt take account of
a substantially increased degree of public conabout them.

Pressure groups are selective in their activity #me occurrence of
disaster has a random element about it, so that ptiogress of
compulsory limitation of the pollution risk is nainiform, although
general statutes such as the Health and Safetyodt ¥ic. Act 1974 in
the United Kingdom lay down overall rules for theaywin which

industry must take into account the working cowdi$i of its employees
and the living conditions of its neighbours in thay it carries on its
activities.

It would be unwise, however, for any industry whadused a pollution
risk to any kind to assume that because the sptgligf public attention
has not yet fallen upon it, it can safely ignore trend of opinion, if, as
sometimes happens, pollution is accepted becauskeoémployment
provided by an industry, proper Security and Losgeveéntion

Management will take into account the possibility @ changed

employment situation, which would alter the factansthe equation.
Similarly, the next disaster may affect an indusivigich has so far
escaped public notice and bring to the public consness a form of
pollution not generally known about before. It nigythat this pollution
is no worse than many others about which the putdie not become
aware, but protestations about the unfairness ef world are an
ineffective Security and Loss Prevention Managemémdl and

something must of course be done about the rigkelj are wise, those
other industries whose turn has yet to come wilrrde from the

experience of others and will be doing somethinguaktheir own

environmental risks. (Adams, J., 1995).

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. explain pollution and changing technology
. examine water pollution

. analyse air pollution

. discuss water pollution

. list other forms of pollution.
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3.0 MAIN CONTENT

3.1 Pollution and Changing Technology

Throughout his existence Man has modified his emritent and the
rate at which the adverse effects of the modificetimade themselves
felt increased as the size of communities becamgeiaAs industrial
skills were acquired, so the extent of change rsegd0 bring about a
serious deterioration in the environment grew senallindustrial
pollution brought about by a change in technologynot a modern
phenomenon. Four commissions were set up to imatstithe problem
of air pollution in London between 1285 and 131(0fdait seems
probable that the need for them was brought abgua lxhange in
technology — in this case the introduction of doatead of brushwood
as a fuel for burning lime for building purposefieTuse of coal was
banned, but within 20years the prohibition was éttgn and London
faced a pollution problem which lasted over 600rydzefore the same
solution could be re-applied.

The modern risk manager can often learn from hystdrs problems are
often restatements of problems which have faced mmemy times in the
past. An incident such as the above is a remingatr the degree of
pollution caused by an industry may not constamhay be increased or
reduced in amount, or altered in type by any chandechnology. The
consequences of the variations for Security andsL&sevention
Management should be among those considered whangeh in
processes or materials to be used are suggested.

3.2 Types of Pollution

The forms of pollution which have received moseiation in the past
have been water and air pollution, but the debnitof what constitutes
pollution is continually being widened. Pollutiori the land is now
receiving more attention, while other forms of raumse are coming to be
regarded as “pollution”. In this way one speaksnofse pollution or
visual pollution and the term is being widened mame more to include
anything that detracts from the “quality of lifdfpwever that is defined
by society at any time. In its widest form, therefahe management of
the risk of pollution extends to include the mamaget of all threats
which arise from the physical presence of a comisamperations
falling short of the standards imposed by the dgcwthin which it
operates.
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3.2.1 Air Pollution

In many cases, the major concentration of pollstavitl be within the
workplace and action to remove them will be neagssaprovide a safe
working environment. To some extent, therefore, dhmas of pollution
control will coincide with those of minimising risko employees. It is,
however, no longer acceptable for pollutant-freeiraithe workplace to
be obtained at the expense of increased pollubonhie general public
in the immediate vicinity. Indeed, concern aboutllytmn is
international and on the larger scale it is becgnéss acceptable for
one country to entrust its pollution to upper airrents for export as
acid rain, for example. The emphasis on controlingpollution will
thus increasingly tend to move towards control bgieeering and away
from reliance on exhaust ventilation, which remothes pollutant from
an immediate area and breathing apparatus, whidwsalwork to
continue a polluted atmosphere.

Air pollution can be of several kinds. Some dus&ehlong been
recognised as dangers to health: coal and othea dilusts, cotton,
beryllium and others call for special care. Therems publicity given
to the dangers of asbestos fibres in the air betped to instigate and
now reflects serious public concern about a mdttakeen for granted by
the man in the street for many years and, ironicalhought of as
increasing safety because of its fire-resistanp@riies. Once, there is
public disquiet about a material, action must lk@taat once to remove
the risk of pollution. Vinyl chloride monomer (VCMand poly-
chlorinated biphenyls (PCBs) are examples of hamerdnaterials, the
dangers of which have suddenly come into the pudgitsciousness in
this way. Lead levels in the air, notably from teehausts of motor
vehicles, have given rise to more concern as swathct has increased.
Fumes, both from processes involving metals andehimvolving
polymers, cause problems. Certain mists, such r@srib acid mist, can
also injure health, while gases may affect respinator be toxic
irritants, or have narcotic effects.

The main Security and Loss Prevention Managemeiairtewill of
course be concerned with reducing the concentraticguch pollutants
where they arise, but care must be taken to erthatethey are not
permitted to build up elsewhere to levels whichldquresent a hazard.

3.2.2 Water Pollution
There is a growing awareness of the menace of walartion, whether
of inland waters or of the seas, and stringentuefft control is

increasingly required. But the more this is ingistgon, the greater will
the dependence of many companies be on the codtiane efficient
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working of their effluent treatment plant. In soncases, this may
become the key dependency on which the continuahtiee earnings

from the location hand. Loss control effort mustviobsly be at its

maximum in such circumstances, because a breakdowid mean a
double threat to the company: an immediate ligbfir damage caused
by the release of harmful effluent, and a contiguoss of earnings until
effluent control measures are once more satisfa¢@erni, J. 1993).

Water pollution, basically, assumes one of theofeihg four forms:

a. suspended solids, such as are found in sewage

b. highly oxidisable organic waste, which is brokdown by
bacteria

C. metal and other ion

d. soluble organic chemicals

The dimensions of possible disaster arising frortewpollution and the
public concern about them can be illustrated by examples of very
different kinds of pollution. There was, for instay) the human tragedy
caused in Japan to those people whose diet waslyartgade up of fish
which had accumulated high concentrations of mgras a result of
mercury catalyst discharged from a factory prodgi@olyvinyl chloride
and acetaldehyde. On the other side of the wortdicaession of tanker
losses focused attention once again on the podsitgje-scale damage
which may be caused by oil pollution of the seds €cological effects
of this kind of pollution are unacceptable to aistcin which there is
increasing concern about the environment and wilécno longer
prepared to see the ocean used as convenientrkistbi

3.2.3 Land Pollution

To the legacy of the past, in the form of wastepsedéhe debris from
mines and quarries, industry and the community stk adding
pollutants to the ground through the dumping ofteasaterials. There
is, however, mounting concern about the dumpingxit wastes, and it
should clearly form part of the Security and Losseviéntion
Management activities of any company, which hashswastes to
dispose of to satisfy itself that its methods dfpdisal are safe enough
not only to meet present standards, but to comptly possibly more
stringent obligations in the future.

The land around a factory may over the years lupléxcessive levels
of contaminants. Instances have been found of lleigth content in milk
from cattle grazed on and subjected over the yaes“fall-out” from

nearby factories. Pollution claims have arisenraft@ny years when
what was previously land used for dumping indukisiastes has later
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been built over. Growing pressures of land use mely combine with
the anti-pollution trend in public thinking to makellution of the land
unacceptable.

3.2.4 Other Forms of Pollution

Noise has increasingly become subject to stricttrogn as its
physiological and psychological effects become mieomgnised. Here,
the best Security and Loss Prevention Manageméutic is likely to
lie in the field of design of machines to limit theise they emit, rather
than in attempt to reduce the intensity or rangthefnoise produced by
external means.

“Pollution” can be extended to include any unweleomtrusion of
man-made activities and the limits of danger togheironment can be
drawn so as to include aesthetic as well as mateaasiderations.
Security and Loss Prevention Management in relatorthe risk of
pollution in this sense must be almost entirelyiaatsk management. It
will be based on maintaining an awareness of tremdsought, which
are likely to affect the general opinion of socjetyhich is ultimately
likely to be embodied in legislation. This awarenesll be coupled
with a continuing realisation that business carmmake its own rules in
isolation from the community around it.

4.0 CONCLUSION

In conclusion, avoidance of pollution may eventyalbecome a
condition on which business is allowed to operdtalla and since the
ultimate aim of Security and Loss Prevention Mamagt is to enable a
company to stay in business, a risk of this magieitnust call for
particular care in management.

5.0 SUMMARY

In summary, this unit focussed on the followingtlymon and changing
technology, water pollution, air pollution, watepllition and other
form of pollution.

6.0 TUTOR-MARKED ASSIGNMENT

1. Differentiate between water and air pollution.
2. Discuss changing technology and pollution.
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1.0 INTRODUCTION

The simplicity of the basic principles of Securapd Loss Prevention
Management and the ease with which it can be bral®wm into its
various stages of risk identification, measurememntrol, financing and
monitoring can be deceptive. What is easy to desan paper may be
very difficult to introduce into a complex companidentifying a
company’s risk may seem a very daunting proposiunen these risk
are spread out over perhaps hundreds of diffemaatibns, when they
are linked with and inter-linked between many ddéf@ complicated
processes, when the nature of the operations nsayls undergoing
constant major or minor change.

If one sets the theory of Security and Loss PreseniManagement
against such a background- the background it muaste hf it is
translated from the textbook into real life- it irachately becomes
apparent that it is not a one-man job. No one msdikely to have the
range of knowledge and skills necessary to undertak management
of the whole of a company’s vast range of riskbgilhimself. Even if
such a polymath could be found, he might well halficult in
communicating his ideas to all the managers, atlybwith their own
problems, and in persuading them that Security lamss Prevention
Management was something they should be aware afcare about.
Indeed, if a superman of a “risk manager” is gaimgnanage the risk,
why should they bother?
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As has been pointed out in discussing its varidages, Security and
Loss Prevention Management must therefore be afjeleryone in the
company. No company, however, will reach a statera/lSecurity and
Loss Prevention Management is generally acceptdgeactised unless
there is some conscious introduction of its pritegp Such an
introduction can only be inspired from the top dfetcompany.
Proclaimed anywhere else in the organisation, $gcand Loss
Prevention Management could easily be viewed aslmer piece of
empire building by its sponsors, and it runs thek rof being too
narrowly defined in terms of the particular spasation of those
introducing it.

2.0 OBJECTIVES

By the end of this unit, you should be able to:

. recognise the security and loss prevention managemolicy
statement

. analyse the risk manager functions

. identify company style

. examine problems in introducing Security and LBssvention
Management.

3.0 MAIN CONTENT

3.1 The Security and Loss Prevention Management Ry
Statement

The key to the successful introduction of Secuaityl Loss Prevention
Management lies in the commitment of top managenaeits principles
and it is a sound beginning if that commitmentxpressed in the form
of a policy statement issued by the Board. Thisukhget out clearly
what Security and Loss Prevention Management is taerdbenefits
which its introduction should bring to the compaityshould go on to
spell out the responsibility of each line managerthe company to
support the policy and to manage risk within hishncavea of authority.
If this is not done, managers may well approvehef introduction or
Security and Loss Prevention Management as an ioigiajeave its
implementation to others.

In practice, one finds that surprisingly few comiganhave drawn up
such a policy statement. Those that have doneestaagely the type of
company which has a strongly centralised orgamisaind which makes
great use of procedural manuals. A Security andsLBgevention
Management policy statement easily finds a placsuch a manual,
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where it will usually be associated with loss cohar insurance buying
activities.

It is, however, decentralised companies, which abbpb have the
greatest need for a clear statement of companygypoWithout such
guidance, standards of risk may fluctuate widelgt dangerously from
part of the company to another, as each local naaniakes his own
view of its importance.

Emphasis on the responsibility of everyone to managk becomes
particularly important if the issue of the polidatement coincides with
the appointment of a “risk manager” as part of geeeral measures to
introduce Security and Loss Prevention Managenmgntthe company.
This is, perhaps, an unfortunate choice of jole titbr what, one might
think, is the job of a “risk manager” if not to neaage risk? It is far better
and far more descriptive of his real function ie tompany to describe
him as a Security and Loss Prevention Managemensexd for he is
there to advise, help, persuade and encouragesdthenanage the risks
of their particular part of the company, not to @& the company’s
risk himself.

A statement that ‘it is the responsibility of att manage risk’ will
achieve little on its own. The policy must be eo&at by writing
accountability for Security and Loss Prevention siggment
performance into job descriptions. In most compsnig will be
necessary for this accountability to be expressetheé same terms as
others, such as a financial budget, or a targbetmet. This in turn will
mean that there must be a mechanism for the daretindirect costs of
loss to be included as a factor in reviewing manage performance,
since they represent risk not managed.

3.2 The Risk Manager’s Function

Obviously managers will need advice; help and inginin the
management of risk and this will be the key taskh&# Security and
Loss Prevention Management adviser. In some compamygtures, it
will not be possible for the risk manager (if, fbe sake of convenience,
we can sue the term in common use, despite iteadsig nature) to
have a purely advisory role and he will be expedtedake on some
specific executive functions. Most commonly theg# ke in the field
of risk financing, with the placing of insurancedathe management of
self-insurance schemes as the most important f&=atufhese are
functions which are most efficient when centralised it is reasonable
that they should come within a risk manager’s scdyest of today’s
risk managers however, are former insurance magagad the
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temptation must be there for them to see risk iranas their real job
and to relegate the advisory side of their work secondary place.

Insurance men are not alone in this tendency tergthie specialist part
precedence over the general. It is as easy for ribecand Loss
Prevention Management to be seen as mainly fireepteon or mainly
industrial health and safety, for example, if acsplest in those fields
becomes the risk manager. To counteract this teydehe risk
manager’s job specification should emphasise tlsergmlly advisory
nature of the work. It is not enough to define tis& manager’s role so
that he understands it himself. His function must publicised
throughout the company, so that line managers kti@at his help is
available to them and also that they will be expeédb make use of that
help. Once again, the importance of top managerbacking for the
introduction of Security and Loss Prevention Mamaget can be seen
to be essential for its success.

3.3 Company Style

The other prerequisite for effective Security ands$ Prevention
Management is that it should be introduced in a thay fits in with the
individual “company style” of the organisation. 8dty and Loss
Prevention Management should be introduced asopdine overall way
in which a company is managed and it is therefonealistic to expect
it to be successful if it requires a style of actar of thinking unrelated
to other aspects of management in the company.

The aims of Security and Loss Prevention Managemerst be set out
in the policy statement in terms, which reflect twenpany’s approach.
If it seeks to emphasise its social responsibititgn Security and Loss
Prevention Management should be interpreted inethiesms; if it is

essentially profit-oriented, then the financial tdoution Security and
Loss Prevention Management will make through rauycosts can be
stressed.

Similarly, the way in which Security and Loss Pmetven Management
Is organised must be in keeping with the compaple stf the company
Is decentralised, then Security and Loss Preverilanagement must
also be decentralised. A central Security and L&%®vention

Management department seeking to influence theiwayhich day-to-

day Security and Loss Prevention Management shoeildarried on in
otherwise autonomous divisions or subsidiary congsmwould be

unlikely to have any success. Much more probablywould be seen as
an interfering arm of central management, to beved with extreme
suspicion and given as little co-operation as bssiln such a
company, it will probably be more effective to ddish a number of
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separate decentralised Security and Loss Preverflamagement
advisory functions. A central risk manager willllstie needed, but his
function may very well be that of a co-ordinatorcofordinators.

A multinational company will inevitably be deceritsad to some extent
and the differences in social, economic and busigesaditions between
one country and another will affect Security andsd.oPrevention
Management as much as any other management fundtien board

aims of Security and Loss Prevention Managemeritofvitourse be the
same wherever the company operates, but the wgyatieeachieve may
very well have to vary from place to place, adoptinlocal accent and
style in each.

3.4 Problems in introducing Security and Loss Preantion
Management

No change as far-reaching as the introduction gamised Security and
Loss Prevention Management into a company can pectd to be free
of problems. Line managers may be required to mamagjr own risk,

but risk does not come in neat, departmentalisezkggges. It spills
across functional and organisational boundariesthat one risk will

involve a number of functions which may have difsr reporting

channels. Co-ordination will therefore be necessany it is here that a
central Security and Loss Prevention Managemenseadean be useful.
If he is to work effectively, however, he needs d@mmmunications,
both formal and informal, with all who are directlboncerned in

identifying and dealing with risk. Such communioatimay cut across
established chains of command and carries witheitrisk that the risk
manager may be suspected of being an informatitmegag spy for the
section of central management to which he reports.

Security and Loss Prevention Management in an agdriorm may be
a new thing for the company, but many of its caunstit parts will have
existed in the company already. The company may h&ve long
established fire prevention specialists, safetyicefs, security men
guality control departments, customer relationsceff, legal advisers
or insurance department, all of which can be saicé engaged in
partial risk management. It is improbable that thvell be working
together in any organised way-or the company wbeldvell on the way
to practicing Security and Loss Prevention Managemaéeady. More
usually they will only have any contact when thepecialisations come
into conflict, as with the common clash betweenria whose concern
is with the security of the premises and the one wtseeking to ensure
safe means of escape from them in an emergency.
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The introduction into the company of a risk manag#ro seeks to
dictate how each of these separate specialist shengio be managed is
likely to lead to more resentment than co-operatidre solution to his
problem, as to that of company-wide direct commainan, will lie in a
clear definition of the risk manager’s function andan emphasis on his
role as a co-ordinator in those areas where rigtresady managed and
an adviser on Security and Loss Prevention Managefneehniques
where it is not.

There will usually be some psychological problenmolved in
introducing risk management, which only the Segurnd Loss
Prevention Management adviser himself can solveetdglly, Security
and Loss Prevention Management requires peopleotwsiader the
possibility of things going wrong in their own spleof activity, and
that is something that few of us like doing, desjitie schadenfreude
which can make the contemplation of other peopgletential disasters a
pleasant pastime. Interruption of our normal atiégiis something most
of us would prefer just not to think about. Altetizaly, the prospect
may leave people unconcerned, either because tleefoa optimistic
about their ability to keep going by improvisatishen disaster strikes
or because, on the other hand, they are too pes&rabout the chances
of doing anything about it. “If it happens”, theyirik, “it happens and
that's that”. These attitudes lead to inertia aretusity and Loss
Prevention Management will have to be presentethése people in
terms that show either the need for, or the pdgyilof, risk control. In
either case, persuasiveness will be a useful cteaistec for the risk
manager to have.

Suggesting that things may go wrong can be evewr whifficult if one is
dealing with one of the company’s technical expétes may see his job
largely as ensuring that things do not go wrong amaly take a
suggestion that disaster is possible as castingtdan his professional
competence. The fact that Security and Loss PreweiManagement is
the co-ordination of well-tried techniques rathkart an entirely new
one way not help, if Security and Loss Preventioanibement is
presented in the company as something new andelitfeyet appears to
the specialist to consist of applying procedureslheady knows about
under another name, the impression of an outsigergt to teach him
his job may be strengthened and professional ppidee an even
greater barrier to overall risk management. Diploynwill clearly be
another quality of the successful risk manager.

3.5 The Risk Manager’s Place in the Company Struate

Just as the “company style” will determine the vilywhich Security
and Loss Prevention Management is practised wahaompany, so it
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should decide where the Security and Loss Prevenflanagement
function should appear in the company’s organisatart. Many
companies include it as part of the central finah&unction, on the
grounds that the effects of risk ultimately afféet company in financial
terms. Other companies, who put the emphasis onlage control
aspects of Security and Loss Prevention Manageraedt whose
approach to it may have been from safety or lossgtion rather than
insurance, may see the Security and Loss Preverianagement
function as part of technical management.

Neither of these areas has any sort of prescripiiNe to direct Security
and Loss Prevention Management in a company. TheateSecurity
and Loss Prevention Management adviser may bedd@atywhere that
suits the company, although to be effective he si¢gechave access to
top management in order to obtain the backing feEsi¢o introduce a
co-ordinated pattern of risk management. He als@dsegood
communications with all parts of the organisatiamd this is often
easier if his reporting lines emphasise staff nathan line functions. He
needs to be like a spider, with his company aswkb. He can be
anywhere in it, but his communications should behsthat if risk
touches the web at any point, the vibrations valiah him at once and
he can be quickly on hand to deal with it but h# mot, and cannot deal
with it alone.

4.0 CONCLUSION

In conclusion, Security and Loss Prevention Managems a co-
operative effort involving everyone, and the corr8ecurity and Loss
Prevention Management organisation for any comparthe one that
enables and encourages that effort to deal witbvits particular risks to
be most effective.

5.0 SUMMARY

In summary, this unit focuses on the security aoss |prevention
management policy statement, the risk manager’stium company
style and problems in introducing Security and Ld3sevention
Management

6.0 TUTOR-MARKED ASSIGNMENT

1. Discuss problems encountered in introducing fycand Loss
Prevention Management.
2. What is the position of risk manager in orgatiaal structure?
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